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PREFACE

This report was prepared by System Development Corporation under the direction
of the Computer Systems Engineering Directorate of the Electronic Systems
Division, Air Force Systems Command. The Software Quality Assurance Guidebook
is one of a series of Software Acquisition Management Guidebooks intended to
help ESD Program Office personnel in the acquisition of embedded software for
command, control and communications systems. The contents of the guidebooks
will be revised periodically to reflect changes in software acquisition
policies and practices as well as feedback from guidebook users.
Th< software Acquisition Management Guidebook series is currently planned to
cover the following topics (National Technical Information Service accession
numbers for those already published are shown in parentheses):

Regulations, Specifications and Standards (AD-A016401)

Contracting for Software Acquisition (AD-A020444)

Monitoring and Reporting Software Development Status
(AD-A016488)

Statement of Work Preparation (AD-A035924)
Reviews and Audits
Configuration Management

Computer Program Development Specification
(Requirements Specification)

Software Documentation Requirements (AD-A027051)
Verification

Validation and Certification

Overview of the SAM Guidebooks

Software Maintenance

Software Quality Assurance

Software Cost Estimation and Measurement

Software Development and Maintenance Facilities
(AD-A038234)
Life Cycle Events (AD-A037115)
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SECTION 1 - INTRODUCTION

1.1 PURPOSE

The Software Quality Assurance guidebook is designed to assist Air Force
Electronic Systems Division Program Office personnel in establishing and
implementing a software quality assurance program for command, control, and
communications system software procured under Air Force 800-series regula-
tions and related software acquisition management concepts. Although the
discussion provided herein is intended to provide guidance for the acquisi-
tion of large-scale systems, much of it is applicable to smaller, less com-
plex systems. However, in all cases, the guidance provided by this guidebook
should be tailored to the needs of individual programs. The information
provided is directed towards Program Office management personnel having
quality assurance resporsibility and a member of the Engineering Division,
erred to as the Software Director, who is generally responsible for managing
‘ware acquisition. !

2 SCOPE

The potential scope of quality assurance (QA), as defined in AFR 74-1, is
essentially unlimited: "A planned and systematic pattern of all actions
necessary to provide adequate confidence that material, data, supplies, and
services conform to established technical requirements and achieve satisfac-
tory performance." The entire concept of software acquisition management is
concerned with the development of quality software. Figure 1 depicts the
major PO disciplines, all of which contribute to the acquisition of quality
software. In addition, Figure 1 relates each discipline to the other guide-
books in this series or to the sections within this guidebook which describe
the responsibilities of each discipline.

To avoid duplication of effort with other acquisition management responsibili-
ties, i.e., engineering management, configuration management, test management,
and data management, this guidebook presents software QA in terms of:

e Program Office (P0O) QA requirements as defined by AFR 74-1
and ESDM 74-1.

e Contractor QA requirements as defined by MIL-S-52779(AD).

¢ Software QA at the Electronic Systems Division (ESD).
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Special attention in this guidebook has been given to the following:

e The relationship of QA to the other acquisition management
disciplines.

® The integration of QA requirements within the system acquisition
process.

e Contractual aspects of QA.

@ Monitoring the implementation of QA requirements.

o Common problems and proposed solutions.

e Pitfalls, risk areas, and danger signals as they occur during the

System Acquisition Life Cycle.

This guidebook identifies and describes QA activities throughout the System
Acquisition Life Cycle and highlights those activities associated with soft-
ware acquisition

1.2.1 Program Office QA

The PO determines the type and extent of Government QA actions required based
upon the particular procurement. These actions may include:

e Inspection of products and services;

® Review of contractor's inspection/review system, quality program,
or of any other means employed by the contractor to control quality
and to comply with contract requirements;

® Maintenance of Government records to reflect actions, deficiencies
and corrective measures.

1.2.2 Contractor QA

The contractor is responsible for controlling product quality and for offering
to the Government for acceptance only those supplies and services that conform
to contract requirements. The control of quality by the contractor relates to
those practices, procedures, and controls employed by the contractor to assure
contractual conformance.

RS
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1.2.3 Software QA at ESD

The Director of Computer Systems Engineering (MCI) is responsible for providing
software support to the POs. MCI computer system personnel are assigned to the
POs to assure that quality software is being developed by the responsible
organizations.

1.3 CONTENTS

The subsequent contents of this guidebook are organized into three sections and
three appendixes, as follows:

e Section 2 - Air Force Quality Assurance Program. Relates the
Air Force QA program to the major milestones of the system
acquisition cycle as they occur during the Conceptucl, Validation,
and Full-Scale Development Phases. Treats objectives, activities,
and QA considerations for each phase. Discussions ure supplemented
by flow charts depicting major activities within each phase.

e Section 3 - Contractor Software Quality Assurance Programs. Pro-
vides discussions, designed to assist the PO in evaluating a con-
tractor's proposal and the status of his software QA program.
Discusses software QA responsibilities, necessary activities con-
ducted prior to award of Full-Scale Development Phase contract,
and contractor QA program implementation.

e Section 4 - Software QA at ESD. Describes how ESD assists its
POs in meeting their QA requirements. Covers the evolving QA
role within ESD and discusses specific QA aids.

® Appendix A - Software Quality Issues. Defines software quality
and addresses the subjects of quality software vs software QA,
the magnitude of QA required, and independent support contractors.

o Appendix B - Glossary. Defines (1) the major terms used in this
guidebook, (2) terms related to the subject of quality software,
and (3) acronyms and abbreviations used in this guidebook.

o Appendix C - Bibliography. Lists books, papers, and military
regulations, specifications, and standards that are particularly
relevant to the subject of this guidebook.
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SECTION 2 - PROGRAM OFFICE QA REQUIREMENTS

2.1 INTRODUCTION

AFR 74-1 is the primary requlation governing QA. It is complemented by AFR
74-18 and ESDM 74-1. These are the official documents used to establish the
basic QA requirements within this section.

The three primary software-related QA objectives of the PO are to assure that:

e The technical and contractual requirements for the CPCI(s),
data, and services are practical and enforceable.

e The delivered CPCI(s), data, and services conform to the specified
technical and contractual requirements.

e The causes of user dissatisfaction and mission degradation are
identified and corrected or eliminated.

Tnese PO QA objectives are derived from the basic requirements of the Air Force
QA program. Within this context, the PO is responsible for assuring that these
requirements are clearly identified and that responsibility for the satisfac-
tion of each requirement is clearly assigned to one of the organizations
participating 1n the system development effort. The P0's QA organization
supports the definition of system QA requirements and assures that the respon-
sible organizations meet their assigned requirements. Thus, to be meaningful
and effective, the implementation of the Air Force QA program must involve all
PO and contractor organizations. The PO's QA organization must coordinate the
total QA effort.

The remainder of this section shows the relationship between software QA and
other PO activities during the Conceptual (2.2), Validation (? 3), and Full-
Scale Development (2.4) Phases. A series of flow charts (Figures 2, 3. and 4)
depicts the relative sequence of major technical and management milestones
during each phase, which is then discussed in terms of QA objectives, technical
and management activities, quality review of end products, and common problems
with proposed solutions.

2.2 CONCEPTUAL PHASE

2.2.1 QA Objectives During the Conceptual Phase

The basic objective of the Conceptual Phase is to define the system requirements
to the level of a System Specification and to establish plans for the acquisition

11




and control of the system during the System Acquisition Life Cycle. QA activi-
ties during this phase are aimed at establishing an appropriate quality program
and reviewing the Conceptual Phase products. The following six major documents
are developed during this phase:

e Program Management Directive (PMD)

e Program Management Plan (PMP)

e Decision Coordination Paper (DCP)

e System Specification (SS)

o Test & Evaluation Master Plan (TEMP)

e Validation Phase Request for Proposal (RFP)
Of these documents, the System Specification impacts most heavily upon software
quality. However, the other documents are also important since they establish

direction for management, testing, cost, and scheduling and it is often diffi-
cult to make major changes of direction in these areas during succeeding phases.

2.2.2 Conceptual Phase Activities

The major activities of the Conceptual Phase are as follows:
® Program initiation
e System engineering and program planning

¢ Document system requirements and prepare RFP.

Figure 2 illustrates the typical sequence of these activities. For each pack-
age of activities a summary description is provided in the following paragraphs
along with a discussion of the QA considerations.

2.2.2.1 Program Initiation

Prog::am initiation is devoted to evaluating the proposed new operational capa-
bility to determine its feasibility and to establishing a PC for managing the
system acquisition. The associated Conceptual Phase milestones (see Figure 2)
are:




PROGRAM INITIATION

c1 C3
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PROCESSING SYSTEM AND DEFINE
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INITIATED SEGMENTS




Sy
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ANNING AND PREPARATION OF RFP
cé c? c8 | cs c-10 cn c12 chs
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Figure 2.

Conceptual Phase Process
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® Required Operational Capability (ROC) Issued - BLOCK C-1
e AFSC Review of ROC - BLOCK C-2

e Program Management Directive (PMD) Issued - BLOCK C-3

e PO Cadre Established - BLOCK C-4

2.2.2.1.1 Summary of Activities

The ROC identifies the need for a new or improved operational capability. Once
the ROC is validated by HQs USAF, the PMD, which authorizes AFSC to establish
a Program Cffice Cadre, is issued.

2.2.2.1.2 QA Activities

The QA activities, during this early stage of the System Acquisition Life Cycle,
amount to reviewing the PMD to gain an understanding of the program objectives
and the management direction provided by HQ USAF. This information provides

the basis for initiating QA planning activities. (See Task 1, Review of Pro-
gram Management Directive, ESDM 74-1.) However, since the PMD is issued before
the PO is established, the QA activities do not include a quality review of

the PMD.

AFR 800-14, Vol. II, Chapter 3, provides guidance for computer resources plan-
ning, including data that should be included in the PMD. Attention should be
directed to paragraph 3-1 which states, "This Guidance applies to the case in
which the computer resources are known to be required at the outset". With
many systems this information is just not available until a substantial amount
of system engineering has been accomplished. Paragraph 3-6 contains specifics
regarding computer-resource information within the PMP. AFR 800-14, Vol. II,
does not specify whether information regarding computer resources is available
with the initial PMD at the beginning of the Conceptual Phase or with the up-
dated PMD issued near the end of the Conceptual Phase. The level of informa-

tion regarding computer resources will be determined on a system by system basis.

2.2.2.2 System Engineering and Program Planning

System engineering and program planning are the first activities to be per-
formed by the PO. These activities include the initial system engineering

required to define the total system requirements and the initiation of the

system planning activities. The assonciated blocks in the Conceptual Phase

flow (see Figure 2) are:

e information Processing Analysis Initiated - BLOCK C-5
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:

e Develop System Functions - BLOCK C-6
e Determine Design Requirements and Define System Segments - BLOCK C-7

e Prepare PMP and Inputs to DCP - GLOCK C-8

2.2.2.2.1 Summary of Activities

Conceptual Phase system engineering activities are concerned with defining the

system in functional terms and establishing requirements for the total system.

Procurement strategy will be established for the follow-on phases. (See

Contracting for Software Acquisition guidebook, page 15, for a discussion of

the Advanced Procurement Plan). This strategy must be considered in the

allocation of requirements to system segments. The main purpose of segmenting

the system is to define packages which can be offered for competitive bidding i
by industry. The planning activities involve the total system during all ?
phases of the System Acquisition Life Cycle. The technical definition arrived

at during these activities should be sufficient to provide the technical base i
for preparing:

¢ The PMP i
e Inputs to the DCP

e The System Specification

2.2.2.2.2 QA Activities

The three areas of software QA concern during system engineering and program
planning are:

e QA program as defined within the PMP.

e The definition of system requirements and the allocation of the _
requirements to segments.

e DCP inputs.

The QA Program As Defined Within the PMP. The PMP is developed by the PO to
document the plan for managing the system acquisition. Information regarding
the contents and preparation of a PMP is provided in AFSCP 800-3, Attachments 3
and 4. Procedures for review of the PMP, and a model PMP, are presented in
ESDM 74-1, Section 4-2. Section 4.2.3 of ESDM 74-1 is applicable to any system
and generally applicable to any type of Configuration Item (CI).

16




RORP——

The following paragraphs in the Model PMP should be modified to incorporate
software quality reauirements:

e Section 3, paragraph a, should be modified as follows: The PO
procurement quality assurance program will be in accordance
with AFR 74-1 and AFSCR 74-6. PCOs will require in the contract
that contractors establish, implement, and maintain a quality
program in accordance with MIL-Q-9858A, MIL-C-45662A, and other
quality assurance documents that may be specified. For Computer
Program CIs, the quality program will be conducted in accordance
with MIL-5-52779(AD).

o A new statement should be added to Section 4-1, as follows:
Assurance that the software supplies and services are in confor-
mance with contractual requirements will be determined by the
contractor under the cognizance of the CAO. The technical
evaluation of the contractor products will be accomplished by
the PO.

In reviewing the PMP to determine the adequacy of planning information relative
to the contemplated software developments, the PO should ascertain if:

e The system engineering requirements are adequate, realistic,
and compatible with the estimated software developmental
requirements.

¢ The master schedule reflects software development considerations
and is compatible with initial or revised software development
estimates.

e The initial planning reflects considerations for development and
support facilities for software. (See Software Development and
Maintenance Facilities guidebook.)

e The initial planning includes software transfer and turnover
requirements.

e Provisions have been made to develop a Computer Resources Integrated
Support Plan (CRISP). (See AFR 800-14, Vol. II, page 3-4, para-
graph 3-8.)

e A Validation Phase has been scheduled. If not, provisions have

been made to accomplish the activities leading up to the genera-
tion of the CPCI Development (Part I) Specification(s).

17




The Definition of System Requirements and Their Allocation to Segments. When

a prime contractor is to be awarded total system responsibility, segmenting of
the System Specification is not required. However, when segmentation is
required it should be accomplished prior to entering into the Validation Phase,
and the segments should be identified within the System Specification/Segment
Specifications. To properly review the segmentation of a system, the system
segment concept, as defined by the Air Force, must be understood. This con-
cept is not adequately treated in currently available regulations, specifica-
tions, and standards.

System programs generally require the participation of several industrial
companies and Government agencies. An important function of the system seg-
ment concept is to apportion system requ’ ements into packages which will
eventually be assigned to the participating organizations. The segment struc-
ture must be determined before the Validation Phase RFPs are issued, even
though the structure may later be changed. The system segments contain
allocated requirements from the System Specification along with their func-
tional interface definitions. These segments are used by Validation Phase
contractors as parametric limits within which CIs in each segment will be
identified and specified. These limits are used as boundries of potential
Full-Scale Development contracts expressed in functional terms. The central
idea in the system seament concept is to define the contractual relationships
between the Government and contractor, not to constrain technical thought.
Each segment will be the responsibility of one and only one contractor or
Government agency.

DCP_Inputs. The DCP basically documents the current status of the system,
identifies requirements for follow-on development, and documents a formal
request to proceed with the system. For small programs (something less than
a major system) a Program Memorandum may be substituted for a DCP. (See
AFSCP 800-3, page 1-2, paragraph 1-6.)

DCP inputs from the PO should be reviewed to determine if a Validation Phase
is being proposed. One of the primary objectives of the Validation Phase is
to prepare a Development Specification for each CI. Without a Validation
Phase it is very difficult to allocate enough time and effort to adequately
prepare these specifications. The CPCI Development Specification is the
single most important document contributing to the development of quality
software. Without a good CPCI Development Specification, the PO and contrac-
tors are placed in a situation of inventing or discovering performance require-
ments during the Full-Scale Development Phase. Consequently, risk is greatly
increased and the nrobability of completion within projected costs and
schedules is greatly decreased.
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2.2.2.3 Document System Requirements and Prepare RFP

The concluding Conceptual Phase activities include the following milestones E
(see Figure 2): - 3

2.2.2.3.1 Summary of Activities

The final activities during the Conceptual Phase consist of documenting the
results of the technical and planning activities and preparing the RFP for the
Validation Phase. The initial System Specification is prepared, authenticated,*
and baselined.**

2.2.2.3.2 QA Activities. A quality review should be conducted on the end pro-
ducts of the Conceptual Phase and will include the followina:

e
Expand System Analysis & Definition - BLOCK C-9

Prepare Initial System Specification - BLOCK C-10

Prepare Test and Evaluation Master Plan (TEMP) - BLOCK C-11
Authenticate System Specification - BLOCK C-12

Prepare Validation Phase RFP - BLOCK C-13

System Specification P
Test and Evaluation Master Plan

Validation Phase RFP

Advanced Procurement Plan

activity. Authentication by the procuring activity normally will be
accomplished on that issue of the specification which is to be the contrac-
tual requirement for the baseline which that particular specification
defines [MIL-STD-483(USAF) paragraph 3.4.9]. |

**AFSCM/AFLCM 375-7, Chapter 2, paragraph 2.7.

i L *Authenticate - Approval signature by a responsible person of the procuring
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System Specification. ESDM 74-1, Task 5, provides general information regard-
ing quality review of specifications. Note that this information clearly
identifies the difference in responsibilities between the Engineering Division
and the QA organization, i.e., the Engineering Division is responsible for the
technical contents of the specification whereas the QA personnel are responsi-
ble for reviewing it in terms of insuring clarity, preventing misinterpretation,
and avoiding ambiguity. The System Specification becomes the contractual base-
line for the Validation Phase contracts. The purpose of the specification is
to state the Government requirements in a way that will be intelligible to all
potential contractors and to the Government representatives who must administer
the contract after it is issued. Hence, the ideal specification is one that is
so clear and definite that it is not subject to interpretation during perfor-
mance. The quality review is aimed at approaching the ideal specification by
removing redundant, conflicting, and unclear statements of requirements, thus
helping to avoid future contractual and technical problems.

Since an initial System Specification is almost always incomplete and obviously
not ideal, there is often reluctance to baseline it at the end of the Concen-
tual Phase. However, in the interest of good management and for the benefit

of both the PO and the contractor(s), there must be a baselined specification
to control performance, costs, and schedules. Changes to the specification

are inevitable, but each change should be thoroughly reviewed for impact on
costs and schedules. Without a baselined specification, control of perfor-
mance, costs, and schedules becomes very difficult.

The adequacy of the System Specification has a major impact on the system
acquisition because the System Specification is the basis for future planning,
reviews, and milestones. The following specific items within the System
Specification should be reviewed for QA considerations:

e The software-related system segments must be reviewed to
determine if the requirements are clearly stated and con-
tain sufficient detail to initiate the CI definition process.
The functional interface definition must clearly establish
the boundaries of each segment. If the functional interfaces
are not complete, problems regardiry areas of responsibility
are likely to occur during the Validation Phase. The impact
of incomplete interface definitions must be evaluated on a
case-by-case basis, depending on the particular procurement
situation, e.g., associate contractors competing for segments
or prime contractors competing for the total system development.

o The system requirements must be sufficiently detailed; they must
be feasible and enforceable. Feasibility and entorceability
judgements are PO system engineering responsibilities which
should be backed up by documented system engineering studies.
--Appendix 1, MIL-STD-490, and Appendix III, MIL-STD-483(USAF)
provide guidance on the contents of the System Specification.
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e Any design constraints must be reasonable and necessary. The
design constraints should be absolutely required and not just
desirable, because they impose limitations on the ways the
performance requirements can be implemented, and consequently
may prohibit lower cost implementation methods. Design con-
straints should not conflict with any performance requirements.
For example, whenever a specific computer or computer config
uration is required, there must be an engineering analysis
which demonstrates that the performance requirements can be met
within the imposed limitations.

e The system capacities and accuracies must be defined. --System
capacities refer to capacities for the total system, e.g.,
maximum number of intercepts, maximum tracks, maximum number of
sensors. This information is critical in detailing the require-
ments for the application software.

Note

Task 5 (Specification Review) of ESDM 74-1 points out that,
"quality persomnel should not question the engineering require-
ments or design, but will assure incorporation of adequate

controls.”

Test and Evaluation Master Plan (TEMP). The TEMP should be reviewed for soft-
ware test planning considerations. Based upon current knowledge of software
performance requirements, and of system implementation schedules, particular
attention should be given to feasibility of test plans and compatibility of
test schedules, for example:

9 Software testing cannot take place until the required software,
facilities, esquipment, and personnel are available.

® Requirements for provision of test inputs and for analysis of
test outputs must be compatible with plans and schedules for
generating input data and to support recording, reduction, and
analysis of output data.

Validation Phase RFP. The heart of the RFP is the statement of work (SOW) which
provides a description of the tasks to be accomplished during the contract
period. AFSCP 800-6, Chapter 2, provides general guidance on preparing a SOW.
Paragraph 2-6 provides an SOW checklist which can be used when reviewing an

SOW. Chapter 6 of AFSCP 800-6 provides specific instruction regarding prepara-
tion of an SOW for a Validation Phase contract. Attention should be given to
the advice in paragraph 2-4,g; "Do not overspecify. The ideal situation is to
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specify results required or the end items to be delivered and let the selected
contractors find the best methods of getting there. In any case, he should
not be told exactly how to do it and then be made responsible for the results.
To support the most favorable type of contract, describe clearly and fully
what is required to satisfy the contract".

Because of problems that have been experienced in software acquisitions there
is a tendency to overspecify, particularly in the area of design constraints
and controls. Caution should be exercised when determining the proper level
of detail. In certain areas, when the Government specifies a level of detail,
they must accept responsibility down to that level. The Government should not
be placed in the position of accepting responsibility prematurely. The Vali-
dation Phase SOW should call for the contractor to prepare a QA Plan as part
of the Full-Scale Development Phase Proposal [see MIL-S-52779(AD)].

A Full-Scale Development specimen SOW is prepared by the PO and released with
the Validation Phase RFP. This specimen SOW provides guidance for contractors
to prepare their Full-Scale Development Phase proposals. For further specific
software SOW preparation guidance see the Statement of Work Preparation
guidebook and ESDM 74-1.

Advanced Procurement Plan. The single most important document in software
acquisition is the CPCl Development (Part I) Specification. This specifica-
tion is normally generated by the contractor during the Validation Phase and
becomes the contract specification for the Full-Scale Development contract.
The Advanced Procurement Plan should be reviewed to determine if provisions
have been made to have the Development Specification generated during the
Validation Phase. If no Validation Phase is planned, then provisions should
have been made, in the schedule, to generate the Development Specification
at the early stages of Full-Scale Development. When this specification

is generated during Full-Scale Development, the PO must be sensitive to the
fact that they have entered into a contract without having an approved con-
tract specification (CPCI Development Specification). The plan should recog-
nize this and provide for establishing the Development Specification as the
contract baseline and making Full-Scale Development contract adjustments if
necessary.

2.2.3 Common Conceptual Phase QA Problems and Proposed Solutions

Many system problems are not realized until the system is being developed.
However, the cause of these problems, in most cases, can be traced to inade-
quate technical planning during the Conceptual Phase. Such probiems include:
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e System Specifications are ambiguous and do not clearly define
requirements.

e Definition of system segments and allocation of requirements to
"segments is inadequate.

e Failure to provide for system/software engineering studies which
support the feasibility of the performance requirements to be
established during the Validation Phase.

® A decision to speed up the development process by bypassing the
Validation Phase and delaying generation of Development (Part I)
) Specifications until the Full-Scale Development Phase.

f e SOWs are ambiguous and not clearly defined.

e Insufficient attention is given to ensuring that initial software
requirements are compatible with development schedules and budgets.

e Deviations from AFR 800 series acquisition policy and procedures
are made without evaluating the impact on contracting and technical
development.

e Insufficient time, effort, and experience is devoted by the PO
or system engineering contractor to developing a sound System
Specification.

@ Confusing and contradictory RSSs that assume the reader has
extensive experience in systems acquisition.

e System and software engineering processes are not adequately
defined within the RSSs.

e Need for more training programs for PO personnel with emphasis on
Air Force acquisition procedures, system engineering, and system
planning.

e Severe schedule constraints imposed by externally enforced
schedules.

2.2.3.1 Proposed Solutions

; The Conceptual Phase deals with the total system and does not focus upon the
! software. Problems created during this phase tend to be system problems.
Therefore, the solutions should be looked at from the system point of view as
follows:
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o Selection of PO personnel and system engineering contractors
should be based on successful experience in related activities
and systems.

e Each inexperienced member of a PO should attend an extensive
course on the acquisition and management of systems. Special
sessions should be given on acquisition and management of
embedded software.

e Advice regarding acquisition policies and procedures should be
solicited from knowledgeable personnel in the Acquisition Sup-
port Office or Computer Systems Engineering Office (ESD/DR or
ESD/MCI).

® The Air Force acquisition process contains a set of unique terms
that communicate requirements and direction. Avoid introducing
semantic problems which are likely to confise the reading audience.
"Inconsistency and ambiguity are general problems of the software
industry, so in the context of acquisition it is doubly important
that definitions be precise to avoid (1) technical misinterpretation
and (2) contractual difficulties."*

¢ Define and plan the system as a total entity and not as a group of
individual elements, e.g., hardware, software, communications.

e Insist on a sound system specification as the baseline for the
Validation Phase.
\

2.3 VALIDATION PHASE

The objective of the Validation Phase is to validate the choice of performance
alternatives and to provide a sound basis for determining whether to preceed
with the Full-Scale Development Phase. For computer software, the major pro-
duct of this phase is the contractor's proposal for the Full-Scale Development
Phase. This proposal includes the contractor's CPDP and the Development

(Part I) Specifications and test plans for each CPCI. During this phase, the
PO updates the initial System Specification and prepares the CRISP.

Since the introduction of the Validation Phase in the System Acquisition Life
Cycle, many problems and constraints have been introduced into the system
development process, mainly because of the lack of guidance on how to conduct
a Validation Phase. Most definitions of the Validation Phase emphasize hard-
ware proofing and prototype demonstrations which are basically applicable to
hardware. AFSCP 800-6, Chapter 6, states that three groups of tasks may be
included in the Validation Phase, i.e., (1) systems and program definitions,
(2) hardware proofing, and (3) prototype demonstration.

*Quoted from Software Documentation Requirements guidebook.
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For software, the emphasis is on system and program definitions. This set of
tasks refers to the refinement and definition of the System Specification to

a lower level of performance requirements (Allocated Baseline). These efforts
may also include modeling and coding of performance-sensitive areas and may be
performed by competing contractors. Quality assurance requirements should

be included in the SOW written by the PO. During the Validation Phase, the
contractor develops the required program plans, and submits a proposal for

the Full-Scale Development Phase. As part of the source selection activities
to pick the Validation Phase contractor(s), pre-award surveys should be con-
ducted. The surveys should include an inspection of the internal procedures
and controls proposed by the potential contractors for controlling their soft-
ware development activities. These internal procedures include such areas as:

e Configuration Management
® Error reporting

e Quality Assurance

e Documentation

® Management reviews and reports

2.3.1 Validatiog Phase Activities

Figure 3 depicts the typical sequence of software activities during a Valida-
tion Phase. These activities are primarily system engineering tasks rather
than software design tasks. Software designers are used to support system
engireering. Basically the software designers investigate the design feasibi-
lity of the stated performance requirements.

The success of any program is largely determined by how well the Conceptual
and Validation Phase activities were performed. The outputs of the Validation
Phase provide the technical requirements and management plans which form the
basis for establishing the contractual agreements for developing and control-
ling the CPCIs during the Full-Scale Development Phase.

The activities of the Validation Phase are grouped into the following three
major packages:

e System segment analysis
® CPCI requirements definition

e Completion of Validation Phase Products
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The technical evaluation of the products is the responsibility of the Engineer-
ing Division. The QA organization's basic job is to verify that everything
assigned has been accomplished. In the following paragraphs, a summary
description of each package of activities is provided along with a discussion
of the related QA considerations.

2.3:1.1 System Segment Analysis

The initial contractor activity during the Validation Phase is the development
of the initial CPCI definitions. This activity is terminated by a System
Requirements Review (SRR). The associated blocks in the Validation Phase
flow chart (see Figure 3) are:

o Award Validation Phase Contract(s) - BLOCK V-1

® Analyze Information Processing System Segment(s) - BLOCK V-2

o Identify and define CPCI(s) - BLOCK V-3

2.3.1.1.1 Summary of Activities

System segment analysis is concerned with (1) expanding the detail of system
functions allocated to the information processing-related system segment,

(2) detailing associated performance/design requirements, and (3) determining
suitable implementation methods. These activities are another iteration of

the process which began during the Conceptual Phase and which will continue
through the Full-Scale Development Phase. Each iteration derives the additional
level of detail required to proceed to the next step of system design and
development, i.e., develop the Tevel of detail necessary for allocating the
implementation of design requirements among CPCIs, manual operations, or

joint man/machine operation. The packaging of functions into CPCIs has a

major impact on the success of the system development effort. Therefore, it

is essential that the contractor and the SD mutually understand the rationale .
for defining and selecting CIs. A hardware or computer program CI, by defini-
tion, must meet the following criteria:

e It is a physical and functional part of a system.

e It represents the contractor's highest level of assembly for
delivery and the PO's unit of management.

e It is a common reference for engineering task descriptions,
contracts, schedules, and budgets.

o Each developmental CI will be specified in a separate Development

(Part 1) Specification and a separate Product (Part II) Specifi-
cation.
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e It represents the lowest level of management control by the PO.

o It is the item to be qualified, delivered, and accepted. o

e It is the item to be placed under configuration management
control.

Although CI definition is primarily a technical task, it must be tempered by

the needs of other system development requirements. (See Section 2 of the
Configuration Management guidebook.)

2.3.1.1.2 QA Activities

The System Requirements Review (SRR) is the first Validation Phase milestone
which allows the PO to evaluate the developer's progress. The SRR is primarily
a technical review conducted by the Engineering Division. QA personnel parti-
cipate to monitor the accomplishment of the review. The SRR is an in-process
review and its scheduling at this stage in the requirements definition process
is critical. The intent of the SRR is to evaluate the developer's progress

and the direction of the initial Validation Phase effort. It is conducted

at the system/segment level.

The technical description of activities conducted during the SRR is discussed
in the following SAM Guidebooks:

0 Verification
o Validation and Certification
@ Reviews and Audits

The primary QA concerns are to assure that the following determinations have
been made:

e The requirements stated in the System Specification are the point
of departure for all future system development activities. It is
critical that all participating organizations interpret these
requirements in a consistent manner so that compatibility during
development can be attained.

e The SOW for the Validation Phase should have identified specific
tradeoff studies to be accomplished by the developer. The PO
should determine to what extent these studies have been accom-
plished. They may not necessarily be complete by SRR but must
be complete by SDR.

29




o The system segment interfaces define the boundaries of the areas
of development responsibilities. The development organizations
must recognize these interfaces and their relationship to the other
segments and systems. At the SRR a check should be made with the
developer to determine if the interfaces are understood and are
being reflected in the requirements definition activities.

¢ The contractor should show which requirements in the System
Specification or Segment Specification have been allocated to
specific CPCIs.

® The initial definition of the CPCIs must be scrutinized very
closely as it has a major impact on the remainder of the Valida-
tion Phase and more importantly on the Full-Scale Development
Phase contracts, technical activities, and deliverables.

The instruction found in Section 2 of the Computer Program Configuration
Management guidebook identifies the criteria used for selecting CPCIs. The
areas impacted by CPCI selection, in addition to the technical impact, are
cost, schedule, configuration management, interface control, documentation,
testing, integration, and contracting. Care should be taken to ensure that
the CPCI selection is evaluated in terms of all areas of impact.

2.3.1.2 CPCI Requirements Definition

CPCI requirements definition consists of (1) detailing the performance require-
ments for each identified CPCI, (2) preparing test planning information, (3)
conducting man-machine analysis, and (4) initiating Full-Scale Development
Phase planning activities. CPCI requirements definition activities are
terminated by a System Design Review (SDR). The associated blocks in the
Validation Phase flow chart (see Figure 3) are:

o Develop Overall CPCI Requirements - BLOCK V-4.

o Define Users Operating Organization and Allocated Personnel
Functions - BLOCK V-5.

® Conduct Man-Machine Task Analysis - BLOCK V-6.

e Initiate Analysis of Personnel Requirements - BLOCK V-7.

e Initiate Detailed Test Planning - BLOCK V-8.

e Initiate Development Phase Planning & Proposal Activity - BLOCK V-9,

e Define Detailed Display/Control Requirements - BLOCK V-10.

30




® Perform Training Needs/Exercise Requirements Analysis - BLOCK V-11.
® Perform Evaluation Needs/Exercise Requirements Analysis - BLOCK V-12.
e Expand Information Processing Requirements - BLOCK V-13.

| e Expand Data Base Requirements - BLOCK V-14.

@ Define Exercise Capability Requirements - BLOCK V-15.

e Detail CPCI Performance/Design Requirements - BLOCK V-16.

@ Detail Functional Interfaces - BLOCK V-17.

2.3.1.2.1 Summary of Activities

Based upon identification of major functions to be performed by the CPCIs,
CPCI requirements definition undertakes a further analysis and breakdown of
the functions into sub-functions and tasks.

For each CPCI function/subfunction, it is necessary to identify the source and
form of input data, initial operations performed, all logical manipulations
and computations to be accomplished, and the relevant outputs/interfaces with
other functions, together with alternative modes of operations, and rules of
operation. Although this is basically a system engineering task, support

is provided by computer program designers who will be developing an initial
design to determine if the performance requirements are feasible.

In detailing personnzl requirements, the identified functions to be performed
by operational personnel will fall into the following two broad categories:

¢ Manual. Manual functions are those which do not imply direct
interaction with the computer, but which are essential to the
operational mission. These functions will include decisions,
planning, coordinating, communication, status posting, etc.
Manudal functions are also those performed by command and/or
staff personnel of the operational organization.

® Man-Machine. Man-Machine functions are those which are directly
associated with computer operation, to be performed by personnel
at, or having access to, consoles, displays, or other input/output
equip «1t.
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In addition to detailing performance requirements, the test planning activity
is initiated at this time and continues throughout the System Acquisition Life
Cycle. This activity represents a progressive refinement and expansion of the
material initially contained in the TEMP. The TEMP, prepared by the PO, is
the basic guidance document for the test activity. It contains overall test
philosophy, basic concepts and objectives for Subsystem DT&E and System DT&E,
and rudimentary test planning information.

For detailed test planning, it is necessary to expand the basic test concepts
and objectives to:

e Incorporate the developer's particular approach to developing
his CPCI(s).

e Integrate the test concepts and objectives into the development
approach.

e Develop preliminary CPCI DT&E planning information.

2.3.1.2.2 QA Activities

QA during CPCI requirements definition is performed in conjunction with the
SDR. The SDR is a system engineering review conducted before the developer
finalizes the Validation Phase products. A detailed discussion of the SDR
can be found in the Reviews and Audits guidebook. QA items to be considered
include:

e Uhen draft CPCI Specifications are available at the SDR, the
principal QA function at the SDR is to determine the compatibility
between Sections 3 and 4 of the specifications. For information
regarding the contents of Section 4 of a CPCI Development (Part I)
Specification, see the Computer Program Development Specification
guidebook. Section 4 of the specification should normally contain
a Verification cross reference matrix which indicates che method
to be used to testing each performance requirement stated in
Section 3. The matrix should be supported by the text within
Section 4. There is a tendancy to have planning information in
Section 4. This should be avoided and Section 4 should be
restricted to requirements information only.

e Evaluate the definition of the CPCIs using the criteria stated in
Section 2 of the Computer Program Configuration Management guidebook.
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Verify that traceability exists between the requirements in the
System Specification, system segments, and CPCI requirements.

Review the CPCI requirements to determine if they are stated
clearly and unambiguously. This will avoid contractual and
technical problems during the Full-Scale Development Phase.

Determine the reasons for "not applicable" and "to be determined"
sections in the specifications. Review the schedule for completing
the "to be determined" sections.

Evaluate test planning information, in particular the CPCI DT&E
Plan to determine:

- If it is compatible with the requirements and schedules in
the TEMP.

- If it addresses all requirements stated in Section 4 of the
associated CPCI Development (Part I) Specification.

2.3.1.3 Complete Validation Phase Products

These final tasks in the Validation Phase are conducted by the contractor(s)
for the purpose of completing his deliverable products. These products
basically constitute his proposal for the Full-Scale Development Phase con-

tract.
are:

The associated blocks on the Validation Phase flow chart (see Figure 3)

Expand Analysis of Personnel Resources - BLOCK V-18.
Prepare CPDP - BLOCK V-19.

Issue CRISP - BLOCK V-20.

Complete CPCI Development Specifications - BLOCK V-21.

Complete recommendations for equipment, facilities*, and
communications - BLOCK V-22.

Compile Operating Procedures and Task Analysis Data - BLOCK V-23.
Complete inputs to Systen Specification - Block V-24.
Complete QQPRI Report - BLOCK V-25.

*See Software Development and Maintenance Facilities guidebook.




o Prepare Exercise Capability Implementation Plan (see DI-H-3270A)
- BLOCK V-26. :

e Complete Qualification Test Plans (CPCI Cat I Test Plan) and
Inputs to System DT&E Plan - BLOCK V-27.

\¢

e Finalize Development Phase Proposal - BLOCK V-28.
« o Perform Proposal Evaluation - BLOCK V-29.
With the exception of Blocks V-20 and V-29, all milestones are performed by

the contractor. Task 6, Source Selection/Technical Evaluation, ESDM-74-1,
should be used in conjunction with Block V-29, Perform Proposal Evaluation.

2.3.1.3.1 Summary of Activities

The Computer Resources Working Group (CRWG) is responsible for preparing, up-
dating, and issuing the CRISP. The CRISP identifies organizational relation-
ships and responsibilities for the management and technical support of compu-
ter resources. Responsibilities for computer resources are normally allocated
to the development command, using command, and support command. The detailed
contents of the CRISP are identified in AFR 800-14, Volume II, paragraph 3-8.

> The contractor's chief activity at this time is the preparation of his final

report. Typically it will contain the following types of information:

1.0 Introduction and Brief Summary

2.0 Technical Report

2.1 Trade Study Conclusions

2.1.1 Man-Machine Functional Allocations
2.1.2 Developmant of Mathematical Equations
2.1.3 Alternate Information Processing Flows
Display Design

Manual Input Alternatives

N
—
(o B S L

Timing and Storage Requirements
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3.0

2.2 System Engineering Documentation

2.2.1 Functional Allocation
a. Computer Program Functions
b. Operator Functions
.2.2 Operator Task Analysis
.2.3 Built-in Simulation and Test Capabilities
Data Reduction Capabilities

.2.5 Required Computer Program Development Tools

[AC T AC H A G I V)
nN
S

.2.6 Personnel Requirements Information for Operational,
Computer Program Support, and (when applicable)
Simulation/System Exercising Personnel

2.2.7 Recommended Design Requirements for Equipment,
Communications, and Faciiities

2.3 System Specification Expansion
2.3.1 Definition and List of CPCIs

2.3.2 Functional Allocations

CPCI Development Specification(s) [MIL-STD-483(USAF), Appendix VI]
.1 Operational Requirements

4
4
.4.2 Support Requirements
4

N NN NN

.4.3 Utility Requirements
2.5 CDRL for Full-Scale Development Phase

Contractor's Development Phase Program Management Plans

3.1 Typical planning areas to be covered (some of which are
covered in the CPDP) include the following:

3.1.1 Organization and Personnel Management




Technical Management

Detailed Integration During the Development Phase

4
3.1.3
4

3.1.5 Test

Development

3.1.6 Installation and Checkout
.1.7 Financial

Procurement

w W w
—
oo

.1.9 Personnel and Training

3.2 Additional planning activities, which may be included, are:
human factors, Government-Furnished Property (GFP), PERT/cost,
test-site responsibilities, configuration management,
exercise capability, installation, and orientation.

2.3.1.3.2 QA Activities

QA activities at this stage of the Validation Phase are performed while evaluat-
ing the contractor's Validation Phase products which leads to selection of the
Full-Scale Development Phase contractor.

The PO's technical evaluation should normally emphasize the proposed CPCI
Development (Part I) Specification and the updated System Specification to-
gether with the associated system engineering documentation delivered at the
end of the Validation Phase. The objective of the PO's evaluation is to
determine if Validation Phase obligations have been met (by analyzing the
technical adequacy and completeness of Validation Phase products). Most
importantly, the PO should determine if:

e A1l risk items for Full-Scale Development have been identified.

e The risks have been minimized by the contractor's performance of
such tasks as detailed design feasibility studies, simulations,
and development of key risk software.

® The system engineering organization is confident that the CPCI
Development (Part I) Specifications are complete and adequate for
proceding into Full-Scale Development. Often technical review of
the Development Specification and its supporting Validation Phase
studies should be performed by a System Engineering/Technical
Direction (SE/TD) contractor. (See Section 3 of Appendix A
of this guidebook. )
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To ensure that the Full-Scale Development Phase has a sound base, the follow-
ing basic questions must be answered during the PO's evaluation of the Valida-
tion Phase products:

Is it clear what the CPCI(s) must do (PERFORMANCE REQUIREMENTS)?
How do the CPCI(s) relate to the system (INTERFACE REQUIREMENTS)?

Does the contractor display the knowledge to perform the
development activities?

Will the proposed contract enable the contractor to perform
satisfactorily and will adequate visibility be provided for
the PO?

Are the schedules reasonable and compatible?

Validation Phase products to be reviewed and evaluated are as follows:

CPCI DEVELOPMENT SPECIFICATIONS

Are the requirements stated in performance terms with
a minimum of design constraints?

Are the stated design constraints necessary and acceptable to
the PO?

Does Section 4, "Quality Assurance Requirements", take into
account all requirements identified in Section 3, "Require-
ments"?

Are all requirements stated in Section 3 able to be examined
or tested?

Are there any conflicting requirements?

Are the stated requirements feasible and have the high risk
areas been eliminated?

Are the CPCI requirements compatible and traceable to the
allocated system/segment requirements?

Are the Section 5, "Preparaticn for Delivery", requirements
specified?*

Are all TBDs (to be defined) justified?

*MIL-STD-483(USAF), Appendix VI, states that Section 5 of the CPCI Development
Specification is normally not applicable. However, if the requirements for
delivery are to be contractually binding they must be reflected in the CPCI
Development Specification.
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UPDATED SYSTEM SPECIFICATION*

e Have the functional interfaces been detailed?
e Is there a firm list of contractor-proposed CPCIs?

B . e Is there traceability between system/segment requirements and
[ the CPCIs?

e Are there any required clarifications to the basic requirements
within the System Specification?

e Are there any proposed changes to the basic system requirements?

TEST PLANNING DATA**

e Are the test planning data compatible with Section 4 of the
Development Specification?

e Are the test schedules compatible with the overall test program
as reflected in the TEMP?

e Are the Preliminary Qualification Tests (PQTs) adequate or are
there too many?

e Does the PO have the capability to manage the proposed test
program?

o Are all tests identified at performance-requirements level rather
than design?

e Can System DT&E CPCI-related requirements be accomplished during
Subsystem DT&E?

*At this time changes to the System Specification are normally confined to the
detailing of the system segments.

**The test planning data supplied by the contractor include a Qualification
Test Plan (DI-T-3703) for each CPCI and inputs to the System DT&E Plan.
For further information on test planning data see the Verification and
Validation & Certification guidebooks.
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PROPOSED CONTRACTOR DATA REQUIREMENTS LIST*

e Does the CDRL call for the minimum data necessary?

e Has the contractor provided back-up sheets to the CDRL?

e Does the PO agree with the tailoring of the DIDs?

e Is the data packaged consistently with the CPCI definitions?

e Are the data delivery schedules consistent with the CPCI/system

development schedules?

CONTRACTOR'S MANAGEMENT CONTROLS

e Configuration Management Procedures

- Are they compatible with contractual requirements?

- Are the internal controls adequate for processing and con-
trolling changes?

- Is the software engineering release system effective?

- Are the specification and documentation maintenance procedures
adequate?

- Is the problem/error reporting system, prior to product
baseline, adequate?

e Computer Program Development Plan

-~ Does the contractor have a sound approach to the development
of the CPCI?

- Does the development plan provide for proper sequencing of the
Air Force monitoring and control milestones, particularly PDR,
CDR, PQT, FQT, and PCA?

-~ Are the tasks in the CPDP reflected in the WBS so that costs
can be properly identified, collected and evaluated?

*For further information regarding the CDRL and documentation selection see
the Software Documentation Requirements guidebook.
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e Contractor's QA program

- No DID exists for the procurement of a contractor's QA program.
The Software Documentation Requirements guidebook provides
instructions for modifying the CPCP DID to meet this need.

o Cost Control

- Is the level of cost reporting adequate for cost control and
reporting of the software development effort?

2.3.2 Common Validation Phase QA Problems and Proposed Solutions

Many of the computer program problems experienced during the Full-Scale Devel-
opment Phase are created as a result of inadequate Validation Phase decisions
and tasks. Some of these problems include:

e CPCIs are defined in relatively small design packages in hopes of
achieving visibility and control over development. In actuality
what happens is:

- The PO accepts more responsibility.

- Data costs are increased.

- Interface control problems increase (increasing the number of
CIs and their interfaces).

- More complex configuration management requirements are
generated (more baselines).

- More PDRs and CDRs result.
- Qualification testing is done in smaller design packages.

- Greater system integration problems occur after CPCI qualifi-
cation.

| ® Unnecessary design information is included in the CPCI Develop-
‘ ment (Paru I) Specification. When the Government approves and
baselines a specification and the specification contains both
performance requirements and design requirements, the contractor
satisfies the lowest Tevel of approved requirements. If there
is a conflict between a performance statement and a design con-
straint the contractor need only satisfy the design constraint.
1 When a requirement is stated in a specification and the Govern-
{] ment approves the specification, the Government is accepting
responsibility for the specification. The contractor's responsi-
bi]ity is to satisfy the specification.
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e The inability of contractors to write good CPCI Development Speci-
fications and the inability of PO personnel to evaluate the
adequacy of CPCI Development Specifications. This, by far, is the
greatest single problem in the development/acquisition of CPCIs.
Many contractors will take advantage of this situation by using
ECPs to further define the performance requirements, at the same
time increasing costs.

& The CPDP inadequately describes the proposed development process.

2.3.2.1 Proposed Solutions

The results of the Validation Phase should provide a sound and realistic base
for establishing the Full-Scale Development Phase contract. Serious mistakes
made at this time make it almost impossible to have a successful development.
When carefully applied, the following guidelines will minimize the problems
encountered in the Full-Scale Development Phase:

e The most important document to insure quality in software develop-
ment is the CPCI Development (Part I) Specification. The Develop-
ment Specification states the performance requirements for the
CPCI, i.e., what the CPCI will do. This specification presents
"design to" requirements and, for application CPCIs, will be stated
in mission operational terms, not in data processing terms. During
the Full-Scale Development Phase the Air Force is contracting for
CPCIs that will satisfy these performance statements. Sophisticated
design approaches may be used, but if it is not clear what the CPCI
is expected to do, the design will not provide the solution.

¢ Whenever possible, insist on a Validation Phase.

¢ Allow the contractor to define the CPCIs and have the PO approve
the CPCI selection.

8 A CPCI should be considered the largest integrated design package
delivered, using the rationale for selection outlined in Section 2
of the Confiquration Management guidebook. Examine all impact
areas (e.g., including cost, data, configu-ation manaaement, and
test) prior to approving the CPCI definition.

® Remove unnecessary design constraints from the Development
Specification prior to approval.

e Baseline the CPCI Development Specification at contract award,

thus providing an approved point c¢f departure for controlling
changes during Full-Scale Development Phase activities.
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e The PO should require detailed descriptions of the contractor's
proposed development approach in the CPDP. Information should
be included about programming standards, management and control
practices, and reporting procedures. The CPDP should correlate
fully with the contractor's proposed WBS, costs, and schedules.
If not, there is little likelihood that the CPDP will be
followed.

e Competent detailed technical review and evaluation must be
applied to all Validation Phase products. If the PO has in-
sufficient qualified review personnel, an SE/TD contractor should
be used. (See Section 3 of Appendix A of this guidebook.)

2.4 FULL-SCALE DEVELOPMENT PHASE

The basic software objectives of the Full-Scale Development Phase are (1) to
design and develop the CPCI(s) that satisfies the associated CPCI Development
Specification(s), (2) to generate the related support documentation, and (3) to
integrate the CPCI(s) with the other CIs in the system. The primary products
of the software activities in the Full-Scale Development Phase include:

® Qualified and accepted CPCI(s).

¢ Updated Development (Part I) Specifications.

@ Approved and baselined Product (Part II) Specifications.

@ A support data package for each CPCI, including instructions for
operating and using the CPCI.

e Configuration management records which provide CPCI/ECP config-
uration status information.

2.4.1 Full-Scale Development Phase Activities

Figure 4 provides a flow chart depicting the typical sequence of CPCI events
during a Full-Scale Development Phase. These activities can be grouped into
four packages as follows:

® CPCI design

e Detail desian

¢ Code and checkout

@ CPCI qualification and acceptance
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A summary of each package of activities follows:

2.4.1.1 CPCI Design
The intent of this group of activities is to develop a design for each CPCI and
review the adequacy of that design. The associated blocks in the Full-Scale
Development Phase flow chart (see Figure 4) are:

o Award Development Contract - BLOCK D-1

e Update CPCI Development Specification - BLOCK D-2

e Accomplish Preliminary CPCI Design - BLOCK D-3

e Refine Operator Procedures - BLOCK D-4

e Conduct PDR - BLOCK D-5

2.4.1.1.1 Summary of Activities

The purpose of this set of activities is to (1) develop the overall CPCI design
based on the requirements of the approved CPCI Development (Part I) Specifica-
tion and (2) to prepare for the Preliminary Design Review (PDR). At the out-
set of CPCI design, the Development Phase contracts are awarded and the con-
tractor's proposed software QA program is evaluated and approved. The CPCI
Development (Part I) Specification(s) are then updated to reflect the inter-
faces with the selected equipment/CIs. The PDR is an engineering design
review conducted on the CPCI prior to committing it to the detail design pro-
cess. For further information regarding PDRs, see the Reviews and Audits
guidebook. Additionally, during CPCI design, operator procedures are refined
in preparation for operator/user manual development.

2.4.1.1.2 QA Activities

QA activities for CPCI design are performed in conjunction with the system
engineering review at PDR and are intended to ensure that:

o The CPCI Development Specifications are updated and baselined.

o A1l Development Specification performance requirements are
allocated within the CPCI design.

¢ The status of approved ECPs and their impact upon design are
known.




® The Subsystem DT&E Test Plan is compatible with Section 4 of the
CPCI Development Specification.

e The overall CPCI design is reviewed including:
- A description of overall information flow
- The structure of the CPCI data base
- A description of the CPCI control structure
- The identification of CPCs

- An estimate of storage allocations and identification of
critical timing areas

o All the utility and support software requirements are defined
and scheduled.

e The contractor's plans for controlling changes to the design are

established, understood, and followed. (See Task 8, Engineering
Inspections and Reviews, ESDM 74-1.)

2.4.1.2 Detail Design

Detail design refers to the activities occurring between the PDR and the Criti-
cal Design Review (CDR). The associated blocks in the Development Phase flow
chart are:

® Initiate Collection and Compilation of Data Base - BLOCK D-6

e Expand CPCI Qualification Test Plan - BLOCK D-7

® Accomplish CPC Logical Design - BLOCK D-8

¢ Conduct CDR - BLOCK D-9

2.4.1.2.1 Summary of Activities

The purpose of detail design is to expand the content of the CPCI design, as
presented at PDR and to produce documentation describing the detailed logic
to be used in developing code for individual CPCs.




The collection and compilation of the data base is also initiated at this time.

This activity consists of the collection and subsequent compilation of compu-
ter program data elements obtained from sources other than the contractor
responsible for computer program development. Data elements to be collected
include those which describe the natural environment of the system, charac-
teristics of weapons to be employec in the system, and other similar data.

2.4.1.2.2 QA Considerations

QA considerations for detail design are performed in conjunction with the CDR.
The CDR is a formal technical review concerned with establishing the integrity
of the CPCI design prior to coding and testing and is thus an engineering
management responsibility. The CDR may be scheduled in increments for a
complex CPCI which is scheduled to reach any given stage of the design/
development/test process in increments of CPCs. Detailed discussions of CDR
activities are contained jin the Reviews and Audits guidebook. Verification

of CPCI design is discussed in the Verification guidebook.

Task 8, Engineering Inspections and Reviews, ESDM 74-1 describes the CDR in
terms of a hardware CDR. There are some basic differences between CPCI and
equipment CI CDRs that should be realized by the SD. The hardware CDR is used
to support a production decision. The equipment prototype should have been
developed and qualified. The CDR associated with CPCIs occurs during develop-
ment, not at the end, and is basically used as a point for determining if the
programmers have worked out the design prior to coding.

From a QA standpoint the SD should review:

@ Traceability of detailed design to the PDR data and the CPCI
Development Specification.

e Approved ECP implementation status and its impact upon design
and coding.

2.4.1.3 Code and Checkout

Code and checkout refers to the contractor activities of coding computer pro-
grams and conducting internal testing [Computer Program Test and Evaluation
(CPT&E)] to shake-down the design. The associated blocks in the Development
Phase flow chart (see Figure 4) are:

e Irnitiate Coding of CPCs - BLOCK D-10
e Initiate CPT&E - BLOCK D-11




e Initiate Preliminary Qualification Test (PQT) Procedures - BLOCK D-12
e Initiate PQTs - BLOCK D-13

o Assemble CPCI(s) - BLOCK D-14

o Prepare PQT Reports - BLOCK D-15

2.4.1.3.1 Summary of Activities

The CPC logical design, presented at CDR, is now coded. As soon as coding for
the first logically discrete computer program module is complete, the contrac-
tor will initiate CPT&E. The objective of CPT&E is to verify the integrity
of the code with respect to its design. A second objective is to determine
the ability of the various CPCs, when assembled, to communicate with each
other, to operate as a unit, and to correctly process inputs and produce

the required outputs. CPT&E is a subset of DT&E. It is the CPCI informal
testing performed by the contractor, at his discretion, to support his design
and development effort. It is of no real benefit to the PO to witness CPT&E.
However, the PO should assure that CPT&E has been performed in accordance with
the CPDP. Contractor development activities, such as code walk throughs,
parameter tests, use of controlled test versions, and maintenance of develop-
ment and test records, may be monitored or reviewed depending upon conditions
of the contract. In addition, the PO monitors the contractor at this time
through PQTs identified and scheduled in the development contract. PQTs
initiate the formal test phase of DT&E; formal in the sense of Air Force
participation. The objective of the PQTs is to provide the PO with visibility
during this period. A PQT is a performance-level test of the CPCI or of a
functionally related group of CPCs. For example, PQT is conducted on a func-
tion or group of functions prior to Formal Qualification Test (FQT), for
instance, on the Weapons Guidance Function. These tests are conducted against
the CPCI Development Specification requirements and are used to instill con-
fidence that the CPCI will satisfy its performance requirements at the time of
formal qualification.

2.4.1.3.2 QA Considerations

The concept of PQTs can be a very effective monitoring tool if implemented
properly; if not, it can increase costs and decrease the SD's confidence in
the development process. The number of PQTs conducted should be based on:
o Complexity of the CPCI
o PO manpower capabilities and availability

® Level of confidence in the contractor
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The contractor's test documentation should be reviewed for:

e Ability of portions o1 the CPCI to achieve their performance
objectives.

o Adequacy of the test methods and procedures to produce results
required by the individual PQTs.

e Conformity of test results with performance requirements
(Development Specification).

e Compliance with prescribed test procedures .

e Assurance that all corrective action has been taken by the
contractor.

2.4.1.4 CPCI Qualification and Acceptance

The purpose of CPCI qualification and acceptance (see Task 14, Acceptance,
ESDM 74-1) is to demonstrate that the CPCI performs in accordance with its
CPCI Development (Part I) Specification and that all contractual requirements
have been satisfied prior to acceptance of the CPCI and its related documents
by the Air Force. The associated blocks in the Full-Scale Development Phase
flow chart (see Fiqure 4) are:

e Prepare FQT Procedures - BLOCK D-16

o Accomplish CPCI Adaptation, Installation, and Check-Out* &
- BLOCK D-17

9 Complete CPCI Product (Part II) Specification(s) - BLOCK D-18
| ¢ Conduct FQTs - BLOCK D-19
; ® Prepare CPCI Qualification Final Report - BLOCK D-20

® Issue Handbooks and Manuals - BLOCK D-21

¢ Conduct Functional Configuration Audit (FCA) - BLOCK D-22

¢ Conduct Physical Configuration Audit (PCA) - BLOCK D-23

*Adaptation refers to the parameters used to tailor the CPCI to the unique
\ requirements of a particular location. Installation and check-out refers
to the activities associated with the installation and testing of the CPCI
at a particular site.
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2.4.1.4.1 Summgry of Activities

Prior to the PO accepting the contractor-developed CPCI and related data items,
the contractor must first:

e Demonstrate that the CPCI performs in accordance with the
approved CPCI Development Specification.

o Prove that the technical documentation is accurate and -
compatible with the qualified CPCI.

e Verify the accuracy of the configuration management records.

PQTs are normally conducted at the contractor's development facility. However,
FQTs are normally best conducted at the System DT&E site (Category II test
site). The contractor will adapt his CPCI to the site environment and install
and check it out prior to initiating FQT.

FQT is a comprehensive performance test of the integrated CPCI to verify com-
pliance with requirements of the CPCI Development (Part I) Specification.
Once the CPCI has been qualified the CPCI Product (Part II) Specification is
completed and support documentation updated to reflect the contents of the
qualified CPCIL.

2.4.1.4.2 QA Activities

QA activities for CPCI qualification and acceptance are performed in conjunc-
tion with FCA and PCA. The objective of FCA is to audit the results of the
qualification tests to determine if the CPCI performance requirements have
been met. In performing his QA responsibilities for FCA and PCA, the SD
should determine if:

® The test reports are correct and valid.

@ All known failures and nonconformances are reported, analyzed,
and corrective action taken.

o All phases of CPCI testing have been completed.

o Test results conform with CPCI Development Specificaton
requirements.

e Test procedures were properly checked before each test.

e Any deviations were requested and approved.
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e The CPCI Product Specification is up-to-date and reflects all
approved ECPs to the Development Specification.

e Configuration management records are accurate and up-to-date.
e All CDRL requirements have been satisfied.

¢ There is a list delineating all outstanding deviations against
the CI, either requested or approved.

® The user/operator manuals and positional handbooks have been
verified.

o All the delivered products are properly identified.

® The source code complies with standards.

2.4.2 Common Full-Scale Development Phase QA Problems and Proposed Solutions

Some of the common problems experienced on CPCI development contracts are:

e Establishment Of The Allocated Baseline Delayed Until PDR.
Requires the contractor to provide a CPCI design approach
based on a set of unapproved requirements. The requirements
are often changed during approval which in turn may cause a
major redesign and a slip in schedule.

® Too Many PQTs. The packages identified for PQTs are often small
and many. Having scheduled many PQTs, the CDRL normally calls
for the associated formal documentation, i.e., test procedures
and reports, thus increasing data costs. The intent of the PQTs
is to allow the SD to monitor the performance of the CPCI and
build confidence in it as it is being developed. One PQT every
few months may be sufficient.

e Wrong Types of Listings and Inadequate Level of Detail in Product
Specification Flow Charts. Within the CPCI Product Specifications
two areas in particular may cause problems at the time of delivery:
(1) level of detail within the flow charts and (2) types of list-
ings delivered. These two areas have created a considerable amount
of unnecessary cost and misunderstanding between the PO and contrac :
tors. For example, the PO expects one level of flow charts and i
the contractor has planned and costed a different level. ;
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PO Attempts to Control Contractors. POs attempt to get control
over contractors by planing interim baselines between the
Allocated Baseline and product acceptance. This practice can
create contractual problems and may legally relieve the contrac-
tor of his responsibility for meeting the Development Specifica-
tion. This problem can be caused by giving design approvals at
PDR or CDR. In some cases it has been caused by not sequencing
the design reviews and audits properly. Design reviews are
intended to monitor the contractor's technical progress. The
minutes are the only item approved. This approval means that
the minutes accurately reflect what happened at the review.

(See Reviews and Audits guidebook and Monitoring and Reporting
Software Development Status guidebook for detailed discussions
of this subject.)

ECPs Impacting Costs and Schedules. Some contractors bid low
and increase cost through changes. ECPs should not be evaluated
strictly on technical merits. The PO must place heavy emphasis
on the cost and schedule impacts of each change. The PO should
always ask the question, "What does it cost if the change is not
made?"

Many problems experienced during Full-Scale Development can normally be traced
to the following sources:

Inadequate Development Specification.

The use of generalities when specifying deliverables on contract.
\

Not selectively applying the requirements of the military RSSs

to the needs of the program/contract.

Lack of fully understanding the contractor's/P0‘s rights and
responsibilities on the Development Phase contract.

Incompatibility of hardware and software development schedules.

Insufficient attention to the software development approach.
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e Contractor is Required to Conduct Development Effort at a Location
Remote from Home Office. The contractor often has difficulty
relocating key personnel. ‘ ¢

2.4.2.1 Proposed Solutions ’

, Applying the following guidelines will assist the SD in minimizing Full-Scale
| Development Phase problems: i

® Always establish the Allocated Baseline prior to PDR.

) e Check with the contractor to ensure that CPT&E has been
f accomplished according to the CPDP.

e Do not schedule too many PQTs.

o If there is any difficulty regarding the cost of data and all
the documentation normally associated with PQTs, schedule the
tests and do not call for all the formal documentation on the
CDRL.

? e Always insist that a CPCI Product Specification data item

| description has a back-up sheet. The back-up sheet should
be approved during Full-Scale Development Phase contract
negotiations and should clearly define (1) level of detail
of the flow charts and (2) types of iistings to be delivered.

e To solve the problem of increased costs through ECPs, don't
authenticate CPCI Development Specifications that do not pre-
cisely state requirements. Generalities and ambiguities within
specifications encourage interpretation problems that require
changes and clarifications. When reviewing proposals, beware
of an underestimated effort.

e If possible, allow the contractor to propose the location of
his Full-Scale Development Phase personnel. As remote computing
capabilities become widespread it is no longer necessary to
locate development programmers at the site of the development
computer.
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b SECTION 3 - CONTRACTOR SOFTWARE QUALITY ASSURANCE PROGRAMS

3.1 INTRODUCTION

This section is designed to assist the SD in evaluating a contractor's proposal
and monitoring the status of a contractor's software QA program.

The basic military specification concerning contractor software QA programs is
MIL-S-52779(AD)*. This specification takes the hardware-oriented requirements
of MIL-Q-9858A and adapts them to software with the overall objective of pro-
viding a software acquisition management tool that can be selectively applied
to software development programs by the PO. QA requirements, therefore, must
be tailored to the needs of each program. The intent of this section is to
identify a series of questions which should be askeu by the SD when evaluating
the contractor's software QA program.

3.2 SOFTWARE QUALITY ASSURANCE RESPONSIBILITIES

The QA responsibilities of all organizations participating in the software
acquisition process must be clearly understood. The PO must first establish
the requirements for the QA program and specify the requirements in the
contract. Then the PO must determine if the contractual requirements have
been met prior to acceptance. The contractor, therefore, is responsible

for implementing QA procedures which will assure that the requirements of
the contract are satisfied.

3.3 PRE-CONTRACT AWARD

The success or failure of the Full-Scale Development Phase contract is
usually determined by the quality of results obtained from the previous
phases and by how well the results have been reflected as requirements
within the Full-Scale Development contract. The key items of concern in the
basic Full-Scale Development contract are:

e The Statement of Work.
e The CPCI Development (Part I) Specification(s).

e Selection and tailoring of appropriate specitications
and standards.

e Selection and tailoring of the Data Item Descriptions
(DIDs) listed in the CDRL.

e The compatibility of CPCI(s) development with the
total system development, as reflected in the contract
plans. Such plans include the CPDP and the CPCI
Qualification Test Plan [Category I Test Plan/
Procedures (Computer Program)].

*MIL-5-527797AD) may be in conflict with AFR 74-18 which controls (hardware)
QA during acquisition. This guidebook is written in accordance with
MIL-S-52779(AD). r
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Attention should be focused on the guidebooks which provide information on
the Full-Scale Development Phase contract and its related documents. These
guidebooks include:

e Contracting for Software Acquisition
e Statement of Work Preparation

e Requirements Specification

e Software Documentation Requirements

3.4 IMPLEMENTING THE CONTRACTOR'S QA PROGRAM

The contractor's QA program consists of a combination of internal management
practices, procedures, and controls which are the techniques he uses to
direct and control development efforts. Performance requirements and design
constraints, such as growth potential to facilitate modification and
expansion, use of structured programming techniques, build approaches to
integration and test, are not part of the contractor's QA program and should
not be confused as such (software QA vs quality software).

In evaluating the contractor's QA program against the contractual require-
ments of MIL-S-52779(AD), the following basic questions should be asked by
the SD:

e Does the contractor have a software QA program which
assures compliance with the requirements of the
contract?

e [s the program documented and is such documentation
available to the Government?

Further comprehensive guidance on this subject can be found in SAMSO Pamphlet
74-2.

In addition, although there is no standard DID for acquiring a software QA
program, the Software Documentation Requirements guidebook provides instruc-
tions for modifying the CPDP DID to include a software QA plan.

The remainder of this subsection provides a series of checklists that the SD
can use in evaluating the contractor's software QA program in the following
areas:

QA organization and authority
Work tasking and authorization procedures
Configuration management

Testing




3.4.1

The implementation of an effective software QA program requires contributions

Corrective action procedures

Library controls

Computer program design

Software documentation

Reviews and audits

Tools, techniques, and methodologies
Subcontractor control

QA Organization and Authority

from all contractor organizations associated with the project. Contractors

are expected to establish a QA organization which is responsible for overseeing

the implementation of the QA program. In reviewing this element of the overall

QA program the SD must determine the following:

Has the contractor identified the organizational elements
responsible for software QA?

Do the personnel performing the software quality functions
have sufficient authority, responsibility, and freedom

of action to evaluate software design and development
activities, and to initiate and/or recommend changes?

Is the staffing adequate and are the personnel qualified
to perform the QA role?

3.4.2 Work Tasking and Authorization Procedures

The contractor's QA procedures for issuing work tasking instructions should
provide for definition and authorization of tasks, tracking and reporting
task progress, resource allocation, and steps for closing out completed

tasks.

The following questions should be answered during the evaluation of

these procedures:

At what level within the organization are the tasks authorized?

Is the Tevel of authorization sufficient to provide management
control?

Are there provisions for monitoring and tracking the
progress of tasks?

Can the task progress be related to the approved project
schedules?

Is the relationship between tasks and WBS elements visible?

Do the tasking procedures call for a detailed description
of the tasks related to the SOW?
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9 Is the responsible manager for each task identified?
e How is the allocation of resources accomplished?

e What procedures are followed regarding the close-out of
completed tasks?

3.4.3 Configuration Management

In evaluating the contractor's proposed QA program, the SD should determine
answers to the following questions:

e Does the contractor's configuration management plan satisfy
the requirements of MIL-STD-483, Appendix I?

e Does the configuration management plan provide adequate
internal controls to ensure that no unauthorized changes
occur to baseline specifications, sunporting documentation
(e.g., test plans, user manuals), or the CPCI?

o Does the software QA program require audit of configura-
tion management procedures and practices?

@ Are the results of the audits documented and maintained
for SD review?

3.4.4 Testing

The contractor's test planning information should not be included or dup-
licated in the software QA plan. The contractor's test plans and practices
should be documented in the CPDP and in the CPCI (Category I) DT&E Plan.
These documents should be reviewed when evaluating the QA aspects of the
test program and answers to the following questions determined:

e Does the software QA program identify the contractor's
software test activities?

e Has testing responsibility been identified and assigned to a
specific organization?

e Does the contractor have procedures and documentation
controlling his internal CPT&E activities?

e Have the various levels of tests been identified and
scheduled?

e Have PQTs and FQTs been scheduled to provide visibility
into the contractor's test effort?

o Does the software QA program provide for review of test plans
for compliance with contractual requirements?
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e Does the software QA program provide for review of test
procedures for compliance with appropriate standards and
satisfaction of contractual requirements?

e Does the software QA program provide for monitoring of tests
and certification that test results are the actual findings
of the tests?

o Is test-related documentation maintained to allow repeatability
of tests?

e Is all support software and computer hardware used to develop
the CPCI, qualified and accepted by the Govcrnment?

3.4.5 Corrective Action Procedures

The contractor is required to delineate procedures which will assure the prompt
detection, communication, and correction of deficiencies and errors. These
procedures are intended to avoid noncompliant CPCIs and should identify:

® Methods of reporting and analyzing problems.

e Methods of communicating the praoblems and their resolution.

® Techniques used for statusing problems and implementing
solutions.

o Methods used for conducting trend analyses and reviews of the
effectiveness of the corrective action program.

o Corrective action procedures to be imposed on subcontractors.

3.4.6 Library Controls

A critical part of the contractor's QA program is the set of procedures used
to control the source code and object code in their various forms during
development and test activities. In reviewing the contractor's QA program,
the SD should determine answers to the following questions:

e Has the contractor established a computer program 1ibrary to
be used for controlling program materials during development
and test? (One type of library is that envisaged by
RADC-TR-74-300, Volume VI, which describes the program support
library.)
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e Do the procedures identify how materials are approved and
placed under library control?

e Do the controls include formal release procedures for internally
approved design information?

® What safeguards have been established to assure that no un-

authorized alterations are made to the controlled materials?
E Y

Do tne procedures indicate that all approved modifications are
integrated?

3.4.7 Computer Program Design

The software QA program requires that the contractor establish technical
control and evaluation of his products as they are being developed. This
requires the contractor to establish procedures for reviewing and evaluating
the CPCI design and associated documentation as they are being developed and
prior to release. These procedures should be reviewed by the SD to
determine:

e Do the contractor's procedures address the conduct of
internal design reviews?

e Are the formal and informal reviews scheduled at critical
decision points during development?

e Are design problems identified and followed-up for complete
corrective action prior to approval of design?

® Are design reviews conducted prior to release for coding?

3.4.8 Software Documentation

The contractor's QA program should identify standards and procedures which
assure delivery of accurate and up-to-date documentation. The SD should
review these QA procedures to determine:

e Does the contractor identify standards to be followed when
preparing the required documentation?

@ Do the procedures call for technical review of documentation
prior to release?

® Do the procedures address the control of changes to software
documentation?

e Are there provisions for informing design personnel of the
latest changes to the software documentation?

® Do the procedures provide for traceability of changes?




3.4.9 Reviews and Audits

The contract normally calls for reviews and audits at fixed points during the
software development process. Reviews are usually conducted by the contractor
with the PO in attendance. Audits are conducted by the Government with possi-
ble contractor assistance (see Reviews and Audits guidebook). The requirements
for the conduct of reviews and audits are specified in MIL-STD-1521A (USAF).
The contractor's CPDP should reflect the scheduling to review their prepara-
tion and conduct. The SD should review these documents to determine:

e Are Lhe reviews and audits clearly identified, scheduled,
and properly sequenced?

e Will the reviews and audits be conducted within the
guidelines of MIL-STD-1521A(USAF)?

e Do the procedures define the types of information to
be presented at each review?

o Are there agreements for follow-up action resulting from
the reviews and audits?

o Will the results of the reviews and audits be documented
by the contractor?

3.4.10 Tools, Techniques, and Methodologies

The software QA organization should review the techniques and tools the con-
tractor plans to use in support of his developmental activities. These
techniques, methodologies, and tools range from systems and engineering
methodology (including software engineering techniques and methods), to support
tools for developing and testing software. In reviewing the contractor's QA
program, the SD should determine answers to the following questions:

e Has the contractor identified and defined the system/software
engineering techniques and methodologies he plans to employ?
(They should be documented in his CPDP.)

® Are the contractor's proposed automated tools qualified or
will they be qualified prior to use?

e Are the proposed automated tools documented and placed under
configuration management control?

® Is the contractor experienced in the use of the proposed tools,
techniques, and methodologies?

e Will the Government have access to all development tools required
during deployment?
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3.4.11 Subcontractor Control

It is the responsibility of the prime contractor to assure that his subcon-
tractors conform to contract requirements. The software QA program should
identify techniques employed by the prime contractor for controlling and
monitoring all subcontractor activities. The SD should review these
procedures to determine their adequacy. This review should determine the
following:

e Does the prime contractor require subcontractors to prepare
and maintain (1) a QA plan, (2) a CPDP, and (3) a configuration
management, plan?

e Does the prime contractor review and approve his
subcontractors' plans?

e Is subcontractor documentation submitted to the prime
contractor for review and approval prior to release
to the Government?

e Does the prime contractor participate in the subcontractors'
design reviews and audits?

F e Does the prime contractor monitor software subcontractor
testing activities?




SECTION 4 - SOFTWARE QUALITY ASSURANCE AT ESD

4.1 INTRODUCTION
This section describes how ESD assists its POs in meeting their QA requirements.
Within ESD the Directorate of Computer Systems Engineering (MCI) is responsible
for assigning computer system personnel to each of the POs. Through a series
of management initiatives which have evolved and improved during the past
several years MCI is developing the checks and balances needed for software
QA. The following features of MCI's approach contribute to software QA at
ESD:

e The matrix management organization

e Computer Systems Evaluation Panel (CSEP)

e The Critical Assessment Factors (CAF) System and the Computer
Resources Management Center (CRMC)

o Documentation Review

® Lessons Learned

4.1.1 Evolving QA Role

The above features are undergoing constant review and revision by ESD. They
were initiated to respond to known requirements for improving the software
acquisition process. They are being revised to address changing requirements
and to better improve the process. For example, the CAF System is now being
expanded with check 1lists for each CAF and with references to portions of SAM
Guidebooks which address each CAF. There is a question whether the MCI role
will be a temporary or a continuing one but in either case the requirements
will continue for an ever improving software QA function.

4.2 THE MATRIX MANAGEMENT ORGANIZATION

MCI is responsible for all ESD personne! who have computer systems job classi-
fications. More than half of those personnel work directly for MCI and all
of them provide support to the POs. MCI employs a matrix management organiza-
tion concept whereby at least one individual from MCI (designated the Key
Person) is assigned to each PO. His primary assignment is as a working member
of the PO. In some cases he may be the SD. He is a member of the MCI organi-
zation and has an independent reporting function to MCI. This concept offers
the following advantages:




A centralized manning and career monitoring organization for ESD
computer systems personnel.

e Centralized training to assure a common basic background for all
ESD computer systems personnel.

e A planned rotation of personnel from MCI to direct assignments
in the POs.

e An organized approach to a consistent software acquisition manage-
ment philosophy, wicn attention given to lessons learned from past
procurements.

Personnel assigned from MCI to the POs are responsible for reporting software
status information both to the PO director and to MCI management. Monitoring
attention is focused upon 36 Critical Assessment Factors (CAFs) which are
designated for management attention because of their criticality to software
acquisition (see Figure 5).

The matrix management concept used by MCI encompasses many attributes which
contribute to software QA. The most important of these attributes is the
independent reporting required of the MCI Key Person to both the PO director
and to MCI management. The Key Person can succeed in his assignment only if
he is able to identify potential problem and risk areas early enough for
appropriate action to be taken. Another attribute is the improved ability of
management to assign the appropriate person because management is responsible
for a Targe pool of professionals.

4.3 COMPUTER SYSTEMS EVALUATION PANEL

By order of the Commanding General of ESD, the CSEP has been established to re-
view each acquisition involving computer resources, at least twice, prior to
contract award. The objectives of these reviews aie to assure that the compu-
ter/software portion of the RFP is stated in a feasible and realizable manage-
ment structure and project structure, and that cost, schedule, and performance
parameters are realistic; and to also assess the effectiveness of the offeror's
response to the RFP in regard to these same factors.

The first review takes place prior to the release of the RFP. It examines the
computer/software aspects of the RFP package and the acquisition strategy as
they relate to schedule, cost, and technical feasibility.
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The second review takes place during the source selection process. During
this review, the CSEP serves as an ad hoc group to the Source Selection
Advisory Council (SSAC). The Panel is responsible for monitoring and over-
seeing the Source Selection Evaluation Board's (SSEB's) evaluation of the
computer/software issues within the proposals under evaluation.

The CSEP uses a source selection checklist to assist in evaluating RFPs and
proposals. The checklist highlights areas which were not as thoroughly
reviewed in past procurements. These areas include:

o Schedule risks.

e Technical risks.

o Adequacy of the stated requirements.

e Conformance with regulations, specifications, and standards.

e Computer program products that will be useful to the
Air Force throughout the system Tife cycle.

The checklists are comprehensive and include considerations which may receive
various answers depending upon the characteristics and requirements of each
procurament. To successfully achieve its objectives the CSEP must have access
to individuals who have mature judgement in both the procurement and the tech-
nical aspects of software acquisition management.

4.4 THE CRITICAL ASSESSMENT FACTORS SYSTEM AND THE COMPUTER RESOURCES
MANAGEMENT CENTER

The CAFs are 36 defined events or products that are essential to the system
acquisition process and indicate the current status of the software in the
PO (see Figure 5). Thre primary purpose of the CAFs is to advise the program
manager on the status of computer hardware and software. The CRMC is a
location where the collection, storage, and retrieval of reports, schedules,
and procedures to support tnhe CAF System is accomplished.

The MCI Key Person assigned to each PO is responsible for preparing CAF reports
and for providing supporting information for use in the CRMC. Each CAF re-
ceives one or more ratings from the Key Person. The ratings, which are based
primarily on consideration of impact upon schedule, cost, and performance,
indicate a status of satisfactory (green), marginal (yellow), or unsatisfactory
(red). His responsibilities include:




e Submitting a CAF report schedule.
e Submitting the CAF reports
® Ensuring that the CAF reports are properly rcuted.
o Responding to all CAF delinquency reports.

The matrix assignment of the Key Person from MCI provides an independent re-
view from an individual whose assignment requires him to be intimately involved
with the details of the procurement.

There are two types of CAF reports, Status and Early Warning. The Status
Reports discuss present or past events and the Early Warning Reports make
predictions about future events. Both types of CAF reports contribute
significantly to software QA at ESD. They focus attention on the most impor-
tant products and events and provide for a regularly scheduled management
review at a high level of visibility.

Further information is provided by trend arrows which indicate the expected
stability of the CAF rating and predict the next CAF color. The CAF System
provides several levels of timely management attention. The initial report
goes to both the Program Director (PD) and MCI. Reviews are made by both

the PD and the MCI management. Reports are made at least monthly. The CAF
system provides:

o Early and regular visibility.
e Pressure to resolve prob]ems.at lowest levels.
e Machinery to escalate to highest levels as appropriate.
Figure 5 shows the standard CAF schedule which may be modified to meet specific

program needs. It Tists the 36 CAFs as they currently exist. Some of the CAFs
(such as 02-Costing/Sizing) are continuous throughout the program. Most of the

CAFs are reported upon only at the time of their expected and actual occurrence.

To retain its full impact as a QA tool the CAF System should be under con-
stant MCI management review to determine:

e That the CAFs are consistently understood and used by the Key
Persons, by MCI, and by the PDs.

e That the CAFs receive an ongoing review and definition revision to
ensure that the apparent simplification of the system does not
obscure the complex issues it is intended to rate.
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CAF SCHEDULE

Program: Change -
DATE CAF's COMMENTS

N1 - ROC

02 - Costina/Sizing (continuing)

03 - Proaram Management Directive

04 - Program Management Plan

05 - Procurement Plan

06 - System Specification

07 - CRISP
08 - Statement of Work
09 - CDRL -

10 - Source Selection FTan

36 - Transition/Turnover Agreement

TT - Source Selection s
. 12 - Contract c
13 - Computer Program Development Plan
14 - CPCI Structure &
R 15 - Configuration Management Plan ]
16 - Configuration Control (from here on)
17 - System Requirements Review i
18 - System Design Review
19 - Development Specs (B5/Part 1) T
20 - Design
21 - Training Plan
22 - Test Plan
23 - Preliminary Design Review(s) A
24 - Interim Progress Reviews oy
. 25 - Product Specs (C.5/Part IT) i
i 26 - Test Procedures )
27 - Critical Design Review(s) B
= 28 - Coding
29 - Preliminary Qualification Tests
30 - Formal Qualification Tests g
31 - Functional Configuration Audit %
32 - Users Manuals
33 - Physical Configuration Audit iy
34 - System/Inteqration Tests o
35 - Formal Qualification Review N

SUBMITTER: __ DATE:_

APPROVED BY:.

(MCIF) DATE:

Figure 5. CAF Schedule
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That the CAF System does not become so cumbersome that it is not
used or updated.

That the predictive value of the CAFs is not impeded by the
jurisdictional interests cf the POs or of MCI.

That for each specific program, the CAF System's coverage is :
tailored to review all appropriate areas (e.g., when software z
is developed by two contractors). ‘

4.5 DOCUMENTATION REVIEW

MCI is responsible for performing a review of all computer-related documents

used in

the system acquisition process. Each review is assigned to personnel

other than those assigned to the specific PO. MCI has produced a working
paper (MCI-75-002) to assist the reviewers. This working paper provides brief
discussions of the following:

[t also

Program Management Directive

Program Management Plan

Individual Contract Procurement Plan
Advanced Procurement Plan

Justification for Authority to Negotiate
Determination and Finding

Source Selection Plan

Request for Proposal

Required Operational Capability ]

provides checklists for review of the:

RFP Executive Summary and Proposal Instructions
Request for Proposal

Statement of Work

Contract Data Requirements List

System Specification
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4.6 LESSONS LEARNED

MCI has published an internal document entitled "Lessons Learned." It distills
experiences from past procurements and identifies specific problem areas which
have occurred. It provides suggestions on how to avoid similar problems in
future procurements.

While "Lessons Learned" can only be loosely described as a QA tool, it does
assist in providing a "Corporate Memory" for ESD upon which the QA reviewer
can isolate potential problem areas.
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APPENDIX A - SOFTWARE QUALITY ISSUES

This appendix identifies and discusses the following major software quality
issues:

e Software quality
e How much QA is enough?
e The case for independent technical support contractors.

1. SOFTWARE QUALITY

Software quality is a composite of many factors, some of which conflict with
each other (e.g., efficiency and maintainability). To further complicate the
issue, many attributes of software quality can only be assessed after
delivery and during use.

To assure the development of quality software, the SD needs to establish confi-
dence in quality through the basic development process, knowing from past
experience that if the basic functions and policies of the acauisition process
are properly used, software quality will be predictably good. It is, there-
fore, the sole purpose of the QA program to ensure that this hanpens. To
accomplish this the PO must monitor, review, and evaluate in depth every aspect
of the computer program 1ife cycle. Subsequent discussion in this annendix,
therefore, focuses on the following software quality-related issues:

e What is software quality?
) [s software quality measurable?

E Should questionable quality cause program delays?

1.1 WHAT IS SOFTWARE QUALITY?

Ihe question of what constitutes software quality is currently undergoing
vigorous discussion within both industry and military R&D organizations. Many
,oftware quality characteristics are specified by the military in terms of
performance requirements. Others do not fit into system acquisition termino-
logy. Currently, many of these characteristics, as such, do not apply to
system acquisition because they are reflected in the software design and
supporting documentation rather than in the performance requirements. This
discussion identifies some of these software quality characteristics.

Fiqure 6 shows software quality as a three-level hierarchy with user-oriented
quality attributes in Levels 1 and 2 and examples of the software characteris-
tics required to provide these attributes in Level 3.
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Figure 6. Characteristics of Software Quality
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Definitions of each of the terms shown in Figure 6* can be found in Appendix B.
Many of these definitions overlap. In addition, some (e.g., reliability and
maintainability) are inconsistent with military use of these terms. They are
included in this guidebook to reflect common software industry usage.

1.2 IS SOFTWARE QUALITY MEASURABLE?

The evaluation of software quality is based upon testing (which is almost

always non-exhaustive) and upon more subjective evaluations of software quality,
such as inspection, for maintainability and other attributes. However, many
attributes of software quality can only be assessed after delivery and during
use. Thus, software quality can only be partially measured. Figure 7 illus-
trates and pricritizes the methods used for measurement and evaluation of
quality for selected development activities of the acquisition cycle.

DEVELOPMENT ACTIVITIES
o) JY
b2
C%% I
% %
f
2
EVALUAT ION
METHODS
INSPECTION )
ANALYSIS ] i1tz 42
SIMULATION 2 -
TESTING 1 ]
REVIEW 3 2 |2

Figure 7. Priorities in Evaluation of Quality.

*Slightly modified figure from "Quantitative Evaluation of Software Quality."
(See Appendix C.)
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Both the Government and industry have performed several research and develop-
ment studies aimed at defining metrics for the measurement of software quality.

The following is quoted from a recent report developed for the National Bureau
of Standards:

"Calculating and understanding the value of a single, overall metric
for software quality may be more trouble than it is worth. The major
problem is that many of the individual characteristics of quality are
in conflict: added efficiency is often purchased at the price of
portability, accuracy, understandability, and maintainability; added
accuracy often conflicts with portability via dependence on word size:
conciseness can conflict with legibility. Users generally find it
difficult to quantify their preferences in such conflict situations.
Another problem is that the metrics are generally incomplete measures

of their associated characteristics. To summarize these considerations:

e The quality of a software product varies with the needs and
priorities of the prospective user.

e There is, therefore, no single metric which can give a
universally useful rating of software quality.

e At best, a prospective user could "...achieve a meaningful..." .
rating system with a thorough set of checklists and priorities.

e Even so, since the metrics are not exhaustive, the resulting
overall rating would be more suggestive than conclusive or
prescriptive.

e Therefore, the best use for metrics at this point is as
individual anomaly indicators, to be used as quides to soft-
ware development..."

In a more recent paper given at the 2nd International Conference on Software
Engineering, these same authors more optimistically concluded:

o '"Explicit attention to characteristics of software quality can
lead to significant savings in software life-cycle costs,

e The current software state-of-the-art imposes specific limita-
tions on our ability to automatically and quantitatively
evaluate the quality of software.
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e A definitive hierarchy of well-defined, well-differentiated

Other industry research* reflects similar conclusions regardina the measurement

characteristics of software quality has been developed. Its
higher-level structure reflects the actual uses to which soft-
ware quality evaluation would be put; its lower-level charac-
teristics are closely correlated with actual software metric
evaluations which can be performed.

A large number of software quality-evaluation metrics have been
defined, classified, and evaluated with respect to their poten-
tial benefits, quantifiability, and ease of automatian.

Particular software life-cycle activities have been identified
which have significant leverage on software quality. These
include:

- Setting explicit software quality objectives and priorities;
- Performing software quality benchmarking;

- Using software quality checklists;

- Establisning an explicit quality assurance activity;

- Using machine-analyzable software specificaticns;

- Ensuring testable software requirements;

- Using a Requikément-Properties Matrix,

- Establishing standards, particularly tor structured code;

- Using an automated Code Auditor for standards compliance checking;

- Performing design and code inspections."

of software quality. In summary, these conclusions are:

e The measurement of software quality is still in the R&D stage.

Software quality is measurea in terms of quality characteristics
(such as those shown in Figure 6 ). Those characteristics need to
be more clearly defined in a more mutually exclusive and meaning-
ful manner.

The relative priority of characteristics varies between applica-
tions and between users.

Measurement of software quality is a promising area for better
definition and acquisition of quality software.

*From "Quantitative Measurement of Program Quality" and "Factors in Software

Quality." (See Appendix C.)
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1.3 SHOULD QUESTIONABLE QUALITY CAUSE PROGRAM DELAYS?

A primary role of the QA program is to identify problems before they become
serious. The SJ's most complex job, from a technical as well as a managerial
viewpoint, is to prevent software related problems from getting out of control.

Many problems can only be resolved by schedule delays (e.g., disapproval of
specifications, disapproval of documentation until all undefined areas are re-
moved, disapproval of FQTs). However, most delays cost money and have poten-
tial impact on overall system development activities. Prior to any such recom-
mendation, the SD should identify the problem, investigate alternatives with the
contractor, select an approach for resolving the problem, agree upon schedules
for resolution of the problem, and carefully monitor implementation of the
resolution.

Early computer program 1ife cycle activities (e.g., requirements specification,
CPCI functional definition) have a major impact on software quality. However,
there is a naturail inclination to resist actions which can cause schedule

slips during these early phases since the apparent impact of the problem is
not always obvious. Early delays may have financial and schedule impact
although generally small in comparison to the results of ignoring early indi-
cations of trouble. In fact, if a delay does not impact the critical path

of the overall system development, it may Save money because it prevents
additional work from starting before a solid base is constructed.

A well planned QA program emphasizes the use of techniques which simplify re-
view and provide early visibility into the development process; once again,
quality must be built into the software. Techniques which provide this simpli-
fication aend visibility include:

e Appropriate application of acquisition policy, stressing the use
of software development phases and their associated reviews and
audits.

e Fmphasis on clear and complete System and Development (Part I)
Specifications.

e Implementation of the software in increments or builds. (See
Monitoring and Reporting Software Development Status guidebook.)

e Use of a top-down development philosophy. (See Monitoring and
Reporting Software Development Status guidebook.)

e Use of simulation and prototype development for design verification.
e Use of program production libraries*.

o Selection of computer program components for PQT that will build
confidence in the developing CPCI.

*Also called program support libraries.
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Difficult delay decisions are often required at FQT and during System DT&E.
When a CI is delayed and becomes unavailable for system integration, the entire
System DT&E schedule may be affected. To avoid this problem the SD should
identify those CPCIs which are most critical to system integration schedules
and request their demonstration for PQTs. If possible, FQTs for those CPCIs
should be scheduled first so that delays will not impact system integration
schedules.

2. HOW MUCH QUALITY ASSURANCE IS ENQUGH?

The nature of the software QA job is such that no matter how much effort is
budgeted or expended, additional effort can always be applied. The software
QA effort is applied by the PO, by the software developer, and in some cases
by an independent support contractor [e.g., an Independent Verification and
Validation (IV&V) contractor]. Their combined efforts make up the overall QA
job. The SD must recommend how much software QA the PO can, nr should, pay
for, and then must allocate and contractually assign the QA functions to the
organizations he believes are test able to accomplish them.

There are certain criteria that can be used in determining where increased or
decreased software QA effort is merited. One is to perform a risk analysis
of the impact of the software on the overall system. Whenever risk is great
an intensive software QA effort is merited. Another criterion concerns analy-
sis of the types and thoroughness of s ftware testing available. For many
systems it is difficult to design a thorough and realistic test program which
provides sufficient confidence that the software will properly perform within
its system operational environment. This 1is particularly true when multiple
capabilities are to be tested or when compiicated interactive environ-

ments (e.g., an ECM/ECCM environment) are required. In such cases, a thorough
test program augmented by analytical and/or simulation methods is most
desirable*.

Other risk factors which serve as criteria for increased emphasis on the QA
program include:

e Complexity of software applications (e.g., real time constraints,
complex algorithms, multiple processes).

e Amount of software; potential for error increases greatly with
size.

e Stability of requirements.

o Uniqueness of application, i.e., Has this ever been done before?

*See the Verification quidebook for a discussion of the methods available.




e lack of experienced personnel.
o Rushed development schedules.

\ e Mission criticality of the software.

e lack of interface confidence, i.e., are the interfaces with
other CIs incompletely defined and/or likely to change?

e Immaturity or unavailability of computer hardware and support
software.

e Suitability of the computer and programming language to the
application.

e Unavailability of a realistic test environment.

If the SD must limit or focus the QA effort, he should emphasize quality of the
Development (Part I) Specifications and of the interface definitions between
Cls.

Another area of focus for QA is the review, test, and audit milestones of the
System Acquisition Cycle.

The SD should critically evaluate the completeness and adequacy of:

e The Conceptual and Validation Phase trade-studies. (Have the
risk areas been identified and limited?)

o The extent of prototype development or of performance simulation

during the Validation Phase. (Are all the requirements deliverable
within the state-of the-art?)

e The use of simulation and modeling in design verification.

e The extent of the testing program in terms of the number of tests
planned and the use of environmental simulators.

e The use of independent contractors to support the 0A activity.
e.g., an independent support contractor.




3 INDEPENDENT SUPPORT CONTRACTORS

For many years Air Force POs have used independent technical support contractors
to assist in the planning and evaluation of software acquisition programs. The
System Engineering/Technical Direction (SE/TD) contractor role (such as that
performed by the MITRE Corporation) is well established and used on most major
Air Force software acquisition procurements. More recently the IV&V contractor
role has been defined and used in various ways. This discussion describes

both the SE/TD and IV&V roles.

An analysis of Air Force system acquisition management effectiveness and the
economy of using independent support contractors inevitably revolves around
the question, "Is such support necessary, and if so, to what extent?" This
question must be answered in terms of such program characteristics as system
reliability requirements, software complexity, life cycle cost considerations,
and the availability of in-house resources to monitor the acquisition.

The PO requires continuity of competent technical assistance throughout the

System Acquisition Life Cycle. Technical monitoring is required during all

portions of the software development process with emphasis on all docume

tation and test reviews. The PO has personnel available for technical

monitoring; however, the experience level and continuity of the available tech-

nical personnel is not aiways sufficient. When additional technical support

is needed, the scope of that support should be defined and can be procured i
from an independent contractor. The primary focus of the support effort should

be upon obtaining the system engineering support needed to ensure complete and .
consistent requirements and for ensuring the testability of the Development ;
(Part I) Specifications. Independent test should be a secondary consideration.

3.1 THE SE/TD ROLE

The SE/TD role has traditionally been focused at the system level rather than at ]
the software level. The mission of the SE/TD is to provide scientific, engineer- ]
ing, and support personnel and facilities as an adjunct to Air Force resources

The SE/TD provides direct support to the program director in the acquisition of

a system and in making studies and analyses of proposed systems. Their acti-

vities are usually concerned with developing the System Specification and then

monitoring development activities to ensure system integrity.

Since the SE/TD works closely with the PO and is directly and intimately in-
volved with advanced planning information, it is preferable that the SE/TD
be a non-profit organization, or at least be forbidden from competing in any
other aspect of the system acquisition.

The SE/TD role is a necessary and desirable one. 1t provides technical depth
and continuity which is unquestionably beneficial to the Government's position.
The only danger areas are:

79




Possible complacency and lack of initiative on the part of an
organization that has a continuing sole source role.

Possible contractual conflicts with the development contractor
[e.g., rights to data and direction of contractor personnel
(see 3.3 of this appendix)].

3.2 THE IV&Y ROLE

The IV&V contractor also provides support services to the PO in the area of
technical evaluation and monitoring of acquisition activities. However, IV&V
support is usually limited to software areas. In many cases, IV&V support
tends to overlap the SE/TD role. IV&V support should always be tailored to
the requirements of the specific procurement and may include:

e Operational Analysts/System Engineers. During the Validation Phase,

LV&V contractor support may be required in the areas of (1) under-
standing the using command's problem from an operational standpoint
and (2) providing system engineering capability and experience for
defining CPCI performance requirements.

Software System Analysts. Early in the Full-Scale Development Phase,

IV&V software system analyst support may be required to evaluate the
adequacy of the development organization's translation of performance
requirements into a design approach. Independent design evaluation
tools including simulation techniques, may be appropriate at this
stage of development.

Software Engineers. Later in the Full-Scale Development Phase,
software engineering support may be required to review the adequacy
of the detailed design of computer programs prior to coding. They can
subsequently assist in reviewing Subsystem DT&E plans, procedures,

and results and the software aspects of the System DT&E plans,
procedures, and results. They can also provide technical support for
the configuration management audits.

SAMTEC/LOGICON Report No. DS-R74036 discusses Independent Test and Evaluation

(IT&E).

The following paragraphs tcken from that report define IT&E:
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"IT&E is defined to be all analytical evaluations and tests
conducted by an agency independent of the development contractor(s)
to provide increased confidence that the software meets the

system requirements. Typically, analytical evaluation includes
reviews and analysis of requirements, documents, algorithms,
equations, and code; tests include the review and active testing
of the developed software by the IT&E agency. The primary
objective (and therefore purpose) of IT&E is to assure the
contracting agency that the delivered software:

e Is developed in accordance with the requirements as defined
(and aporoved by the contracting agency) in System and
Development Specifications for the software.

e Satisfactorily performs in the operational environment the
functions for which it was designed.

o Does not perform unintended functions in the operational
environment.

o Does not overtly or covertly degrade or 1imit hardware
system or subsystem performance.

Other purposes of IT&E are to:

e Minimize development delays and costs by detecting errors
early in software development.

e Evaluate the software's logical, mathematical, and coding
design to optimize software performance.

e Provide the contracting agency with adequate visibility to
ascertain the status of the software development throughout
the development cycle.

In addition to fulfilling the objectives and purposes above, IT& provides an
element of competition that enhances the timely development of the software.

i The ways in which IT&E programs can be constructed by the Air Force Program
‘ Manager depend on the nature of the software developed, the required level
of confidence, and the existence of additional independent efforts being

t conducted on behalf of the procuring agency."




|
,1 The LOGICON/SAMTEC report further describes four levels of IT&E which are
identified as follows:
e "In Level 1, the IT&E agency is the integrating contractor
| for the hardware/software computer system. To this end, it
| performs all tasks necessarv to integrate all CPCIs and
! segments into an efficient, operating computer system.
e In Level 2, the IT&E agency does not integrate the computer
system. However, it performs all tasks necessary to indepen-
& dently test and evaluate the computer system to ensure that J
g it has been developed according to SAMTEC-approved require- 5
i ments and specifications. In addition, the IT&E agency assures ;

SAMTEC that the computer system performs satisfactorily in the
operational environment.

i o Llevel 3 IT&E is similar to Levei 2 except that thz IT&E agency's
! level of effort is reduced to include only the most critical |
l parts of the computer system. The SAMTEC Program Manager and |
1 the IT&E agency together identify the critical areas on which ﬁ
| IT&E is concentrated. {
; 4
e In Level 4, the IT&E agency's role is largely that of monitoring |
the software development. The IT&E agency assists the SAMTEC 5
Program Manager in reviewing and evaluating the performance of ﬂ
the development con:ractor. This level does not include code |
analysis and software testing and is the most passive with |
respect to the development of the computer system." E
The LOGICON/SAMTEC report also discusses costing parameters for IT&E. ;
l
J

3.3 RELATIONSHIPS BETWEEN INDEPENDENT SUPPORT CONTRACTORS AND THE

j DEVELOPMENT CONTRACTOR
} \
] 1 software development contractor is responsible for developing a CPCI tha |
d tisfies the performance requirements in the CPCI Development Sfuuift
{ The support contractor is responsible for evaluating, monitoring, and
i recommending (through the PO) changes to the development contractor' e
| ical activities. The independent contractor performs these tasks on behalf
| o fa ilitate the use of independent support contractors, the so-call
’ enablina lauses must be i1ncorporated in the development organization's
ntract to permit the support contractor acce: to technical data and parti-
ipation in reviews, testing, and audits. (See Contracting for Softwars
Acquisition guidebook and Statement of Work Preparation quidebook for a

1scussion of contract

ual relationships




In using independent support contractors, the PO must be aware of the following
potential problem areas:

e Caution must be exercised by the SD to insure that the support
contractor does not direct the development contractors. Other-
wise preblems in the area of "constructive changes" to contrac-
tual requirements may occur.

e The support contractor must not be permitted access to price
information. The development contractor may be a competitor
of the support contractor.

@ Some contracts may make provisions for an independent support
contractor to perform parallel testing of the CPCI during
development. This method of operation can create legal and
contractual problems if not handled properly. The PO cannot
take a CI away from the development contractor and give it to
another contractor without first "accepting" the CI. After
acceptance the CI is government property and the PO may provide
it to another contractor as GFP.
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APPENDIX B - GLOSSARY

This appendix includes (1) definitions of major terms used throughout this
guidebook, (2) definitions of terms used in Appendix A to discuss the broader
issues of quality software vs software quality assurance, and (3) a list of
acronyms and abbreviations used herein.

MAJOR TERMS

Authenticate. The act of signifying (by the approval signature of a responsi-
ble person of the procuring activity) that the Government is in agreement with
the requirements contained in the specification. Authentication by the bpro-
curing activity normally will be accomplished on that issue of the specifica-
tion which is to be the contractual requirement for the baseline which that
particular specification defines [MIL-STD-483 (USAF) paragraph 3.4.9].

Computer Data. Basic elements of information used by computer equipment in
responding to a computer program.

Computer Program. A series of instructions or statements in a form acceptable
to computer equipment, designed to cause the execution of an operation or
series of operations. Computer programs include such items as operating
systems, assemblers, compilers, interpreters, data management systems, utility
programs, and maintenance/diagnostic programs. They also include application
programs such as payroll, inventory control, operational flight, strategic,
tactical, automatic test, crew simulator, and engineering analysis.

Computer programs may be either machine-dependent or machine-independent, and
may be general purpose in nature or be designed to satisfy the requirement of
a specialized process of a particular user.

Module. Used in this document to describe the smallest computer program unit

that can be compiled or assembled. A CPC has one or more modules.

Program Support Library. A group of manual or automated procedures and

tools used to control and keep records of the developing software.

-

Software. A combination of associated computer programs and computer data re-
quired to enable the computer equipment to perform computational or control ]
functions. {

Traceability. Refers to the capability to follow specific mission requirements
through the various levels of specification to the actual code:; and the capa-
bilities to associate each area of code with a specified requirement.

Validation. Validation as used in this quidebook series comprises those
evaluation, integration, and test activities carried out at the system level

to ensure that the finally developed system satisfies the using command's
mission requirements set down as performance and design criteria in the system
specification.




Verification. The iterative process of determining whether the product of each
step of the Ccnputer Program Configuration Item (CPCI) development process ful-
fills all of the requirements levied by the previous step.

QUALITY SOFTWARE TERMS

Accessibility is a characteristic of code or data which facilitates selective

{and at times limited) use of its parts. It is a design rather than a per-
formance characteristic and should not be specified.

Accountability refers to the ability to measure the computer hardware and
peripheral equipment usage of a module or progranm.

Augmentability is a feature of the design and code which allows it to be
easily modified. Elements of augmentability include modularity, parameterized
data, and a centrally defined and controlled data base. Augmentability is
primarily a design characteristic and should be proposed by the contractor.

Communicativeness is a feature of the software's inputs and outputs which
facilitates understandability. Communicativeness enhances understandability
and testability of the software.

Conciseness is the absence of redundant or excessive code.

Consistency of code means uniform standards for notation, symbology, termin-
ology and comments. Consistency also measures the extent that the different
representations of the software (System Specification, Development Speci-
fication, and Product Specification) are traceable to the requirements.

Correctness means the ability of the software to produce the specified outputs
when given the specified inputs.

Device Efficiency is the optimized use of peripheral equipment and includes:
Avoiding waste of peripheral storage space, performing data transfer quickly,
and printing at optimum speeds. It can be specified in terms of specific

measurable requirements.

Device Independence is the ability of the code to be unaffected by changes

to the computer hardware or peripheral equipment. This quality indicates

that code which is directly related to a specific hardware device should be
minimized, isolated, and specifically identified. This quality can be specified
as a design constraint.

Efficiency is the ability of the software to perform without waste of resources.
Efficiency requirements can and should be specified in terms of performance re-
quirements. It usually takes extra time and effort to design and develop effi-
cient software. Efficiency is often sacrificed in order to enhance other soft-
ware quality characteristics such as structuredness and readability.
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Functional Performance is the ability of the software to satisfy its mission
requirements as allocated from the System Specification and as contractually
specified in the Development Specification.

Human Engineering is the design of interfaces between the software and

the user. These interfaces should be specified in the Development (Part I)
Specification. Inputs and outputs should be self explanatory, easy to learn
and understand, unambiguous, and designed to avoid misinterpretation.

Integrity is a feature of the design and code that describes its uniformity

of design and cohesiveness. Integrity is easiest to obtain when designing and
developing software from scratch. It is more difficult to maintain integrity
when off-the-shelf software is tailored to a new set of requirements or when a
CPCI has undergone a series of changes. Software having integrity is less
likely to contain errors and is easier to maintain.

Maintainability as applied to software is specification, design, and develop-
ment of code in a manner which facilitates the task of modification to correct
deficiencies and to satisfy new or changing requirements. A potential source
of confusion exists regarding subtle distinctions between the hardware and
software definition of maintainability. Hardware maintenance is the restora-
tion of hardware to its original design, whereas software maintenance is
defined as both error correction and modification of the original design (both
of which imply change rather than restoration). Since there is little chance
that the usage of either set of definitions will be discontinued, the SD should
bear these differences in mind when participating in the establishment of main-
tainability criteria for the total system. Software maintenance features in
terms of growth requirements may be specified in the Development (Part I)
Specification. Additional features such as modularity should be requested in
the RFP, responded to in the CPDP, and implemented by the contractor in the
design, and reflected in the Product (Part II) Specification. (See Appendix A
of the Software Maintenance guidebook.

Modifiability is a characteristic of the design and code that makes it easy
to change. It is a difficult characteristic to specify and evaluate because
objective measures of modifiability are not available. However, structured
programming techniques include features (i.e., modularity, cohesiveness)
which enhance modifiability. A qualified programmer can examine CPCs and
judge their modifiability.

Portability is the ability to move software from one computer environment
to another. Portability requirements can be specified and designed into the
software. Use of a Higher Order Language (HOL) enhances portability. Use

of a hardware confiqguration which is part of a compatible family (i.e., IBM
360/370, PDP-11) enhances portability within that family. It may be
unnecessarily expensive to include portability requirements when transfer to
another configuration is not envisioned.




Readability is a feature of the code which allows the programmer to quickly
identify the portion of interest to him and to easily understand its design.
Readability should be proposed by the development contractor in the CPDP.

Reliability is the ability of the software to operate without error*. Reli-
ability is a difficult and perhaps inapprcpriate term when applied to software
because this term has an entirely different meaning for hardware. Since a com-
puter program never wears out it is virtually impossible to predict or analyze
failure rates. Any failure of the computer program is a latent design deficiency
and its occurrence cannot be adequately predicted. In this respect a computer
program cannot be designed for reliability and cannot be tested or evaluated

for reliability. Reliability should not apply to computer programs as end items
although the computer programs may be used to enhance system reliability.

Self-Containedness is a feature of a module or CPC which allows it to perform
all its functions within itself. It should not be specified but can be pro-
posed by the development contractor in the CPDP.

Self-Descriptiveness is a feature of the code and its comments which enables
a programmer to understand its structure, its processing flow, and its desian
intent.

Software Quality is a composite measure of all the software quality characteris-
tics. Although metrics for software quality measurement are currently under
development and evaluation, the state-of-the-art for determining software qua-
lity is primarily through subjective evaluation.

Structuredness is a feature of the design and code which indicates a pattern

of organization of its independent parts.

Testability refers to the ability of the design and code to support evaluation

of its performance. In general, well stated performance requirements will
result in testable software.

Understandability is a characteristic of the design and code that makes its
purpose qnd functions easy to lcarn and follow. It is specified through
programming standards which include such features as program commenting
requirements, naming conventions, limited control structures, and use of

structured HOLs.

*In most cases software cannot be verified to be error free (i.e., free from
design deficiencies). Under testing and during operations, software errors
are uncovered when the software performs in a manner contrary to its
performance requirements.
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ACRONYMS AND ABBREVIATIONS

AFR - Air Force Regulation

AFSC - Air Force Systems Command

AFSCP - Air Force Systems Command Pamphlet
CAF - Critical Assessment Factor

C3 - Command, Control and Communications

CDR - Critical Design Review

CDRL - Contract Data Requirements List

CI - Configuration Item

CPC - Computer Program Component

CPCI - Computer Program Configuration Item
CPDP - Computer Program Development Plan
CPT&E - Computer Program Test and Evaluation
CRISP - Computer Resources Integrated Support Plan

CRMC - Computer Resources Mahagement Center
CRWG - Computer Resources Working Group
CSEP - Computer Systems Evaluation Panel

DCP - Decision Coordination Paper

DID - Data Item Description

DT&E - Development Test and Evaluation
ECP - Engineering Change Proposal

ESDM - Electronic Systems Division Manual
FCA - Functional Confiquration Audit

FQT - Formal Qualification Test

GFP - Government Furnished Property

IT&E - Independent Test and Cvaluation
IV&V - Independent Verification and Validaticn
PCA - Physical Configuration Audit

PD - Program Director

PDR - Preliminary Design Review

PM - Program Manager




e v e

i
|

PMD -~ Program Management Directive
PMP - Program Management Plan

PO - Program Office

PQT ~ Preliminary Qualification Test
PR - Purchase Request

PSL - Program Support Library

QA - Quality Assurance

QQPRI - Qualitative and Quantitative Personnel Requirements Information
RFP - Request for Proposal

ROC - Required Operational Capability

RSS - Regulations, Specifications, and Standards
SD - Software Director

SDR - System Design Review

SEMP - System Engineering Management Plan

SE/TD - System Engineering/Technical Direction
SOW - Statement of Work

SRR - System Requirements Review

SS - System Specification

SSAC - Source Selection Advisory Council

SSEB - Source Selection Evaluation Board

TBD - To Be Determined

TEMP - Test and Evaluation Master Plan

WBS - Work Breakdown Structure
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